” ,_Lin’_\ B P ST PR
b E-Lins Technology Co.,Limited

H685 User Manual

Industrial Wireless 2G 3G 4G Cellular Router

User Manual
H685 Series

E-Lins Technology Co., Limited

PHONE: +86-755-29230581
Email: sales@e-lins.com sales@szelins.com
WEB: http://www.szelins.com http://www.e-lins.com

ADDRESS: #901-902,Unit B, Jiayun Bld., Huada Rd., Dalang,
Longhua, Shenzhen, 518000, China

E-Lins Technology Co.,Limited
Tel: +86-755-29230581 E-mail: sales@e-lins.com sales@szelins.com www.szelins.com www.e-lins.com



/“—'m B AR BT AR PR
b E-Lins Technology Co.,Limited

H685 User Manual

Content
1 Preparation jOb Defore CONfIGUIALION -+ - - wsersrueueiits s 5
1.1 Learn your router Version and fEature -« - 5
1.2 Prepare SIM Card and working CONAItION -+« -+ ewseeseemeieieii e, 6
1.3 Highly recommendation for the CoNfigUration -+« e 6
2 HArdWare INSEAIIAtION -« +«++eseerreerieriiiiiii ittt s b e bbb b s hb e s ab e s hb e s as e sab e s ae e sa s e s b e e b b 7
2.1 OVEFAIl DIMIENSION ++e+veerveerrerterieiieiii ittt b e e bbb b b a s a bbb e s b s e s b s e s bs e b s e b s e b s e b s e sb b e e b s e b e e b s san s 7
D W = 2o c= T T TP PP P PP 8
DR T 1A T 21115 aT= ) L ST TP PP PP T PPOPRRP 9
2.4 SIM/UIM CArd iNSTAIIEd - +++++veerversermeiieiieiiiiiisii sttt b bbb s bbb e s b s e as e b s e b s e b e e b s e bs b s eaae s 9
2.5 The installation Of tErMINAl DIOCKS ««++«+s+terrrrrrrmiiiiiiiiii it sb e sa e s 10
2.8 GOUNGING +++evrereeeseessesse sttt L 11
2.7 POWEE SUPPIY «+vrvsesesessessesseet et 12
2.8 LED and Check NEtWOrK STAtUS -+« wrreeeeerrrrermimmeiiiiit ittt ettt sbbe s st sbre s s saaaesseaaees 12
3 SOftWArE CONFIGUIALION-+++++rsererserseeseet ettt s 14
3.1 OVEIVIEW tevrevretsnsstursttuniimnstiiisiuietimetusituie it teesiui ittt it tiesteisttesetesstersttstisetsesstsrsstsstsesstrrsssnee 14
3.2 HOW 10 10g INO the ROULEE -+++rrsessesesetseietettt s 14
3.3 HOW 10 CONFIGUIE WD ++++wsvsersetsetetet s 18
3.3.1 Main MENU GS DEIOW PiCHUIE:++-++erreerrrerrerrtiiiiiti ittt ittt ettt sttt et et sae s be e b be e ae e aeeae s 18
332 Operation MOde .................................................................................................................................................... 19
3.3.3 WAN SEHtINGS ++++ersesresserserserseeseetie e s 20
3.3.3.1 WAN — CellUAr NEIWOIK «:-veeeveersrmrtmmiiiiiiiiiiiiiisie sttt b e s s a e s as e sas e sas e sa s 20
3.3.3.2 Cll ICIMP CRECK ++++++e+versrerrueruerieiiiiiisiiisit sttt bbb bbb bbb e s b e s b s e b s e s bs e b e e sbs e sbe e sasesaeeris 25
3.3.3.3 AP Client mode (WiFi CIENL)« - wrrrerrerseesietieieisitt e 26
3.3.3.4 WAN — PPPOE (XDSL) «+rrrerreesesesessesseissesiete st 28
3.3.3.5 WAN — STATIC (fIXEA IP) s+rreeerererseimeetetiei e 30
3.3.3.6 WAN — DHCP (AULO CONFig)-+s+wssersersermersesietiesieissitctsi e 32
3.3.4 LAN SEHNGS -++evsveerseserserseeseetete s 33
3.3.4.1 ROULET GAtEWAY [P rsvreseseteitit et 34
3.3.4.2 MAC DINAING w+esreererserseeseessese e 35
3.3.4.3 DINS PrOXy -+ wssessessersesssessessete et 36
B.3.5 DHOCP ClI@Mt-+evvereverserruerieiieiieiiist ettt b e bbb bbb s b e s h s e s hs e s hs e s b s e s b s e b s e b e e b e e b e s e b e e b e bbb 36
3.3.6 Configure Static ROULING -+ -+ wrrrreriereisitset s 36
O TRC T Y = N PP 37
TR T A I | =2 = 0 TP 37
TR T 202 = = I =TT 41
0T T 200 3N 12 1 =TT 45
T T 20 N W18 8T IE TP 46
3.3.8 DTU Settings (Serial to Cellular Gateway FEature) -+« 47
3.3.9 SMS/VOICE CONIOl AN IMIONITOL -+++eeveerrrtrriiiiiiie it s bbb s e sas e s 49
TR0 TR TR ] Y TP 49
TG IR TN /o 1Tor = YT 54
3.3.9.3 AIAI VIa SIMS «eeeoveerremumiiiiiiiie ittt bbb bbb bbb bR a e s e 55

E-Lins Technology Co.,Limited
Tel: +86-755-29230581 E-mail: sales@e-lins.com sales@szelins.com www.szelins.com www.e-lins.com



/“—'m B AR BT AR PR
b E-Lins Technology Co.,Limited

H685 User Manual

3.3.10 Link Backup (ROUtE REAUNAANCY):+w+:srerssrerssremssemsiisisiiisitiisiisi s 56
G TG T T T € = 60
3.3.12 WIiFi WIEIESS SEHNGS +:verevsrersstssssisissisissisisisisssississ sttt saass s saass 63
3.3.12.1 BaSiC WIrElESS SEHHNJS +-r+wersrerssrersseemssiisiitiits it s 63
3.3.12.2 WiFi AQVANCEA SEHHNGS -+-++-wersseersseemsseemsesisesisesit it 64
3.3.12.3 Wireless Security/ENCryption SEHNGS - - s rersreussrmmsisisiisiiiiisisi s 65
10 TG T 122 R VAV 1 66
10 TG T 1230 AT = 66
G TG T 2T 0= Y10 o TN = 66
0 TG T 2 A T2 U=y (o= 67
G TG T 0 = 2= | | 67
3.3.13.1 MAC/IP/POIt FIEEr SEHNGS «-+++cvrsvrersseersseessssuseiiiiissitis it s 67
3.3.13.2 Port Forwarding (Virtual Server Settings)(NAT/NAPT) « i 68
TG T B TG T B 11V T = U 69
3.3.13.4 SYSLOIM SEOUIILY w-etcreeersstssssesissisisisisisis sttt bbb b 70
3.3.13.5 CONENt FIltEr SEHNGS-+++++++rersrersresssremsiimssisi it 72
G TG T 100 [ 8 1T 1T s €= LA Te) TR 74
3.3.14.1 MANAGEMENL - erresersssesissesisssissiisssisisisss iR a0 74
3.3.14.1.1 ROULET WED POTE ++10++s0s1stsmssessssssssasssussssuuseissuussivsssssastsssssssssssssastisssusssssssssssssssossassisssissasssssssseissssssissss sssissses 76
3.3.14.1.2 Language, password and NTP SEHHNQGS -+ --wwrsrerssermssemsmissiisiisiisisisisi s 76
3.3.14.1.3 DDINS SBHINGS:++++:+etsrsstssssessssesisssisisisssiss sttt bbb s 77
3.3.14.2 Upload Firmware (UpgGrade FilMWArE) - - ewserusiuseesiessesiseisseassesis i 78
3.3.14.3 SettingS MANAGEMENL -+ - erersressrismrissiiisiis it 79
3.3.14.4 SyStEM COMMEANG «:vererssrersismsisissisissisisssiss it bbb b 79
B.3.14.5 SYSLOIM LOQ -+ wrererrssersssessssesisssssnsssssissssssissisissssisse s s s 81
0 TG T I BT 2 Yoy (o= 82
TG T I B 2 =T 6 Yo o | L 83
0 TG T 1 T 2= 16 85
3.3.15 SNMP (For version With SNIMP Only) --cceersremsrumiiisiisississisiisiss s 88
3.3.16 Convert the WAN RJ45 port t0 LAN RJ4A5 POrt:- ettt 90
T T A 070 ) 0 ) a1 o B\ 070 = 0 8 LT O PR 91
G 307 N 5 ][ O 92
3.4.1 DIO HAIdWAre COMNECHON --«+++eeesererserererrerersertrsetertrsestrsesetrsestssesessestesesessestssssesessesessesestssesessssesessesensesenessenenns 92
3.4.2 DIO SOftWAre CONFIGUIALION --+:--cvsseevssremsseemsiisesis it 94

= N OSSOSO RO 95
4.1 OPEN DEVICE EITOr ++wtesereretetetete et s 95
W =T Vo B =t o) 95
4.3 Signal Strength has right nUMber, but CANNOt di@lUp-«+++-+++wwvsseresresriisiii s 96
4.4 Signa| Strength £ 10 17T 2T L T NPt 96
4.5 The router cannot be remote WED VISITE -+« e s 96
4.6 Signal shows 99 but still can connect to internet and get WAN [P 96
4.7 Router shows sim card and network info, but cannot connect to internet -, 97
4.8 DDNS NOT WOTKINQ +++:+++ts1ssessssessssessssesissssssssssssssssss sttt s 97
4.9 Cannot Connect RoUtEr Via RJ4AS5 LAN: -+« toeettrmiiiiii ittt sttt a s 97

E-Lins Technology Co.,Limited
Tel: +86-755-29230581 E-mail: sales@e-lins.com sales@szelins.com www.szelins.com www.e-lins.com



/“—'m B AR BT AR PR
b E-Lins Technology Co.,Limited

H685 User Manual

4.10 Cannot CONNECE HBBSE WV «+++veerrerrrerrimiiiiiiiiiiii ittt sttt s ab e s ab e s 97
4.11 Can Connect H685 WiFi via Manual IP but cannot via DHGCP - eereeeriiiiiicicicsiccsiee s 98
4.12 CanNOt et Cell WAN [P et s 98
4.13 CAN NOt POWET O #+erressessssessesetsisstse ettt e 99
4.14 Sys log ShOWS “CONNECt SCHPL FAIIEA” ++xwsrerrrrerrrresessiseiitieiitit e 99
4.15 HB85 Router is online, but cannot Visit WebDSIte. -+ 100
4.16 Port forwarding NOt WOTKINQ «++++++sssssssesesmssmsitsis it s 100
4.17 Serial DTU point-to-point SOIUtion NOt WOIKING -+ ++-++ssesesersmsimieiiiiiiiiiii s 101
4.18 Can’'t open deVice /AV/ttyUSBX. - it 101
4.19 PPTP is on, but cannot be through to PPTP SEIVer it 102
5 TESE SAMPIES ++ovrerrererseretretietet et s 103
5.1 Two H685 make WiFi hotspot and WIiFi ClI@Nt: -t 103
5.2 GPS feature (For version with GPS feature Only)- - e, 108
5.3 Port Forwarding (NAT, NAPT, Virtual SErver) test -+ et 111
5.4 REMOLE WED LOGN +rsvsressersersesseessetie s 117
5.5 WAN RJ45 Static (fixed IP) and Cellular Fail Over backup redundancy -« seeeeesnmemnin 120
5.6 WAN RJ45 DHCP and Cellular Fail Over backup redundancy-: e 124
5.7 WAN RJ45 PPPoE and Cellular Fail Over backup redundanQy - -t sesseusesssssissisisiiiiiinne 126
5.8 SMS Reboot/Cell UP/CEll DOWN CONLIOI «+rterrterierimiiiiiiiiiiiiiti ittt st sttt saesae s 130
5.9 LAN [P MMOQIfICALION -+++errverrverreriemimiieitiiitiiitt ittt sttt bbb s s e s sh e sh e b e b e e b e s b e b e s b e saa e sab e sa b e saaesase e 133
5.10 PPTP ClIENt COMMECHION:++++++esserrterrieitieiiiitiisit sttt ettt b e b s s e e s b e b e b e b e b e e b e s b e sab e sab e saaesa b e e 133
5.11 IPSEC SAMPIE «+rvreererretsetsineise ittt s 135

E-Lins Technology Co.,Limited
Tel: +86-755-29230581 E-mail: sales@e-lins.com sales@szelins.com www.szelins.com www.e-lins.com



/—'m Bk B o S A PR S
) *_~ E-Lins Technology Co.,Limited

H685 User Manual

1 Preparation job before configuration

1.1 Learn your router version and feature

1) H685 series contains different version and option feature. Please learn it before using it.
H685 series defines the model as follows,

HB820X --- XXX (option) --- RSxxx (option)

232: R5232 port
485: R5485 port

W: WiFi
G: GP5

W: 3G WCDMA HSPA version, work under HSPAHSUPA/HSDPA EDGE/GPRS/GSM networks
P: 3G HSPA+ version, work under HSPA+/HSPA/HSUPA/HSDPA EDGE/GPRS/GSM networks
EV: 3G EVDO version, work under EVDO/COMATx networks
t: 4G LTE vesion, work under 4G LTE and back compatible to

HSPA+HSPAHSUPA/MHSDRPA EDGE/GPRS/GSM networks or EVDOYCDMATx networks

Notes: please be informed the following features are option. Please indicate with your
orders.

1) WiFi Feature

2) GPS feature

3) Serial to cellular feature, RS232 or RS485 can choose one

4) Voice/SMS control

5) DC5V~50V

E-Lins Technology Co.,Limited
Tel: +86-755-29230581 E-mail: sales@e-lins.com sales@szelins.com www.szelins.com www.e-lins.com



/“—'m B AR BT AR PR
b E-Lins Technology Co.,Limited

H685 User Manual

6) BGP, OSPF, RIP, etc..

7) RMS (Remote Management System)

2) Find the modem type info at the back cover of the router. This will be used while do configuration.
For example: the following label indicates the version, type and inside module modem.
The module modem name is “MC7304”, remember this and will select this module name while do configuration.

Cellular Router

Model: H685t-W-G-RS232-DIO
Cell Modem: MC7304

IP: 192.168.8.1 c € K::
AN LA 2

20160425
SN: Jason0001 —
E-Lins Technology Co.,Ltd.

SHo

1.2 Prepare SIM Card and working condition

1. H685 router has different version. Study your router version before installation.

2. For GSM/GPRS/EDGE/HSDPA/HSUPA/HSPA/HSPA+/4G LTE version, please get a SIM card with data
business.

3. For CDMA2000 EVDO/CDMA1x version, please get a UIM card with data business or inform us before order
if the network uses non-ruim (nam-flashing).

4. Make sure the sim card or uim card is with enough data business and balance.

5. Make sure the signal is good enough where you test or install the router. Weak signal will make the router no
work. If you find your signal strength is not good, please contact us for high gain antenna.

6. Different countries and carriers use different network band and frequency. E-Lins packs units with free
world-wide-use antenna. It can work, but the data speed or signal may not be good at your sites. Please buy
dedicated high gain antenna from your local suppliers or contact E-Lins to OEM/ODM the antenna.

1.3 Highly recommendation for the configuration

The wireless cellular is unstable sometimes with some uncertain issue. In order to keep the router working in
the best condition, it is highly recommended that the Cell ICMP Check feature is activated. Please refer to
chapter 3.3.3.2 to configure.
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2 Hardware Installation

This chapter mainly describes the appearance, model and function of H685 series and how to
install and set the configurations.

1. Overall Dimension

2. Accessories Description
3. Installment

2.1 Overall Dimension

E-Lins Technology Co.,Limited
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2.2 The Ports

Picture:
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LAN: LAN RJ45 Ethernet ports.

WAN: WAN RJ45 Ethernet ports.

RST: sys reset button

PWR: DC power socket. DC5~40V, DC5~50V option depends on the router version.
VCC: DC wire positive pole. DC5~40V, DC5~50V option depends on the router version
GND: DC wire ground

GND: Serial ground

RX: serial receiving

TX: serial transmission

RST: reset router

DIOQ: digit I/0 port 0

IDO1: digit I/0 port 1

NC: not connection

Antenna Connection Table

Antenna Connector Marks

Cell for main cell antenna
Aux for auxiliary cell antenna
WiFi / WLAN for WiFi antenna

GPS for GPS antenna

2.3 Installment

H685 series should be installed and configured properly before putting in service. The
installation and configuration should be done or supervise by qualified engineer.
Attention:

Do not install H685 series or connect/disconnect its cable when it is power on.

2.4 SIM/UIM card installed

If your router has SIM/UIM card protector, please remove it, insert the sim card correctly,

E-Lins Technology Co.,Limited
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and fix the protector.

If your router has no SIM/UIM card protector, please insert the sim card correctly.

Attention: SIM/UIM card does not reach the designated position, the equipment can not
find a card, can't work normally, therefore inserted a try to check again for a SIM
card is stuck fast.

2.5 The installation of terminal blocks

This chapter is for version with terminal blocks only. Default, the H685 is with DB9
connector. Please use DB9 cable to connect H685 and the equipment directly.

The following is for version with terminal blocks only:
H685 uses pluggable terminals to connect the user’s data and the power supply. Spacing:
3.81mm, 10 Pin; User data and power supply suggestion: 14~24AWG. Please refer to the
table 2-4 for the interface definition of the power cable and connection sequence. Specific
interface definition of the power cable and connection sequence you can read on the
labels of H685 products. Using 14~24AWG cable and referring to H685 products labels
or the bellowed interface definition and connection sequence, you need to use the oblate
screw driver to fix the cable to the connecting jacks of the pluggable terminal. After
successfully connection, you need to insert the terminal into the corresponding position in
the bottom of the H685 products.
Notes: Connection sequence should be accurate. Cable’s insulating striping length is
about 7mm. (For safety, insulating striping length should be too long). Please refer

to the picture.

Attention:

1.The power cable should be connected correctly. We “suggestion double check before
switch it on .Wrong connections may destroy the equipment.

2.Power terminals: Pin 1 and Pin 2;

3.Here: Pin 2 is “GND”, PIN 1 is power input “Vin"(DC5~40V, or DV5~50V).

E-Lins Technology Co.,Limited
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PIN Signal Description Note
+5-40V DC Input, | Current: 12V/1A
1 vee +5~50V option
2 GND Ground
3 TX Transmit Data
4 RX Receive Data
5 PGND Ground
Reset Pin has the same
function with reset
button. In the usage, it
needs to be short
connected to the GND.
6 RST Reset After giving the device a
1 sec low level, it will
reboot.3 seconds, the
device will restore
factory settings
General Purpose
7 DIOO 10
General  Purpose
8 DIO1 10
9 NC Not connect
I/O Terminal on router DB9 Serial port (RS485 or
RS232)
Port 3 (GND) Pin 5
Port 4 (RX) Pin 3
Port 5 (TX) Pin 2

Notes: If not through, can switch Port4 and port5.

2.6 Grounding

To ensure a safe, stable and reliable H685 series operation, Router cabinet should be

grounded properly.

Tel: +86-755-29230581 E-mail: sales@e-lins.com
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2.7 Power Supply

H685 series can be applied to complicated external environment and usually the power
range is very large. So in order to fit the complicated application environment and improve
the stability of the system, H685 series is designed with advanced power management
technology. The DC power supply electronic to the device via the pluggable terminal PIN
2(GND) and PIN 1(Vin). Please refer to the above table for the detail definition of the
terminal.
Normally, H685 series input powers supply is +5~+40V (if your H685 support 50V, the
option is +5~+50V). In most cases, the standard configuration is 12V/1A.

2.8 LED and Check Network Status

Please connect the antenna after you successfully connect to the cable. And then insert
the valid SIM/UIM card and provide the power to the H685 series via the cable. After
provide the power to H685, if the SYS LED starts to blink in a few seconds, that means the
system start-up is normal; if the CELL LED works, that means the network is online; if the
VPN light works, that means VPN tunnel has been set up. Please refer to the below table
for the situation of the indication lights.

E-Lins Technology Co.,Limited
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0]
0006000

3
VPN
Signal
CELL
WiFi

WAM

SYS On for 25 seconds On for 25 seconds after power supply
blink System set-up normally
Off or still on after 25 | System set-up failure
seconds
LAN blink Data transmission in Ethernet
Off Ethernet connection abnormal
On Ethernet is connected
VPN On VPN tunnel set-up
Off VPN tunnel set-up failure or unactivated
CELL On Access to the Internet
WIFI On Enable
Off Disable

Tel: +86-755-29230581 E-mail: sales@e-lins.com
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WAN blink Data transmission in Ethernet
Off Ethernet connection abnormal
On Ethernet is connected
Signal Off No signal, or signal checking is not ready
4s blink 1 time Signal bar is 1
3s blink 1 time Signal bar is 2
2s blink 1 time Signal bar is 3
1s blink 1 time Signal bar is 4
1s blink 2 times Signal bar is 5

3 Software configuration

1. Overview
2. How to log into the Router
3. How to config web

3.1 Overview

H685 series routers with built-in WEB interface configuration, management and debugging
tools, user should configuration the parameters first; and it could be altered the parameters
flexibility and software upgrades and simple testing. User can set up and manage the
parameters of the router on its interface, detail step are bellow:

3.2 How to log into the Router

3.2.1 Network Configuration of the Computer.
The router default parameters as follow
Default IP: 192.168.8.1, sub mask: 255.255.255.0.

E-Lins Technology Co.,Limited
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There are two ways to set the PC’s IP address.

Way 1) Manual setting
Set the PC IP as 192.168.8.xxx (xxx = 2~254), subnet mask: 255.255.255.0, default
gateway: 192.168.8.1, primary DNS: 192.168.8.1.

Internet Protocol (TCPIP) Proparties

Geneal |

“ou can get IF settrgs ssugned sutomaticaly if you nebeok. supporks
thiz capabiity. Dtheswize, pou nead 1o sk pour network. administrator for
the aporopriste [P sstfings zl

(") Obtain an IP addres: automabcaly

E:I LUze the folowing [P address
IP address: [132 .13, & 100
Subnet magk: [ 255 225 2= 10 |
1 Ar) le Carrect - 3G,
Drefalt gatemay: | 132 162 . B . 1
ftermet
Obtai DMS server address aulomabcally
(%) Lize the fobowsng DNS server addiezzes: bior k. Canneckion Local &rea Connection
T d Connecked
Fretered DMS samver | 192 .98 .- B . 1 bas wilieless et 'l___:: trheros ARA1ZLBRANL3ERE.
Alternate DMS serar .

Way 2) DHCP
Choose “Obtain an IP address automatically” and “Obtain DNS server address
automatically”.

| ‘You can get 1P settings assigned sutomatically f yaur netwark suppots
thes capability. Dthemwsze, you need to agk your network administratos for
the appropriate [P setiings.

| I@ Obtain an IP addiess automatically I
i {7 Use the following IP address:

e [

| Local Area Connection
Connected
i | 2% Atheros ARB1Z1JARE113ARE, .

i I@ Dbiain DNS sever addiess al.inmahcallyl
B | {2 Use the following DNS server addresses:
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Germral | Suppot
Lorrechon shabus
"1 Addiezs Tupe Assigred by DHCP
1
=== P addiess 1921688100
Subriet Mk 256.266.260.0
Diedaul Gateway: 19216881
[ Detais |
‘windows did not delect poblems with his Bagair
corewachon. [ pou cannot conmect, chck La
Repai
Cloge |

After IP setting, check it by ping. Click Windows start menu, run, execute “cmd” command.
Input “ping 192.168.8.1” in the DOS window.
izsDocuments and Settingsstttiping 192 _168_8.1

Pinging 192.168.8.1 with 32 bytes of data:z

eply From
feply from 3

] o yom
[Reply from

Approximate -
Hinimim

This information means the connection is work.

inging 192.168.8.1 with 32 hytes

Destination host unreachahle.
ination host unreachable.
ination host unreachable.

Deztination host unreachahle.

ztatistics for

Lost = 4 (188> loss).

Regquest timed

This information means the connection is failure. If so, please check the network cable
connection and IP address setting, and can refer to Chapter 4.9.

3.2.2 Log into Router

® Open the Web Browser, and type http://192.168.8.1 into the address field and press
E-Lins Technology Co.,Limited
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Enter bottom in your computer keyboard.
® Type User Name “admin” and Password “admin” in the pop-up Login Window, and then
press the “Apply” button.

Connect to 192.168.8.1

el Router

Lser name: < v

Passward:

[ Remember my password

| ok || cancal |

® [f you type into the correct User Name and Password, you will get the access into the
Router’s Web Management Page.

Ethernet Port Status

L JC JC I [ 1

LAMT LAMZ LAM3 LAN4  WAN

Access Point Status

System Info

Series |H820

SN 086412100295

|Sunwafe Wersion !2.2.11 (Oct 20 2012)
|Harmrare Version i1.EI.I:I

!Syst&m Up Time i22 min

|Dperatiun Mode |Gateway Mode

Cell Modem |HUAWEI-EMT70_820_Series
IMEVESN 3542830402340808

Sim Status |SIM ready

Selected Network |AUTO

Registered Network Registered on Home network: "46001",2
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3.3 How to configure web

3.3.1 Main Menu as below Picture

Ethernet Port Status

L L JC W [ 1

LAMT LANZ LAMI LAM4  WAN

Access Point Status

System Info

Series 'He20

SN 086412100296

|Sunware Version |2.2.‘H (Oct 20 2012)
|Hardware‘u"ersmn i‘1.D.D

!System Up Time i22 min

|Dperaﬁun Mode |Gateway Mode

Cell Modem |HUAWEI-EM770_820_Series
IMEVESN 354283040340808

'Sim Status |SIM ready

‘Selected Netwark |AUTO

\Registered Network |Registered on Home network: "46001",2
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3.3.2 Operation Mode

' Operation Mode Configuration
open all | close all

You may configure the operation mode suitable for you environment.

¢ Router

-4 | Status s

B : . TR se i

) DTU All ethernet and wireless interfaces are bridged into a single bridge interface.

Y Link Backup ® Gateway:

The first ethernet port is treated as WAN port. The other ethernet ports and the wireless

[ GPs ) interface are bridged together and are treated as LAN ports.

1) SMS/Voice ) AP Client:

- ] VRRP The wireless apcli interface is treated as WAN port, and the wireless ap interface and the
[ ] Connect Modem ethernet ports are LAN ports.

- ] SM5
[+ ] Network Settings Ethernet wan port as wan in AP Client Mode
B} WPN Ethernet wan port as lan in Cell Gateway Mode  []
-] WIFI ——

! _] y All Data to WAMN with NAT O
-] Firewall
-] Administration NAT Enabled: Enable
TCP Timeout 180
UDP Timeout 180
Apply Cancel
> Bridge
All Ethernet and wireless interfaces are bridged into a single bridge interface.
> Gateway

The first Ethernet port is treated as WAN port. The other Ethernet ports and the wireless
interface are bridged together and are treated as LAN ports.
> AP Client
The wireless apcli interface is treated as WAN port and the wireless ap interface and the
Ethernet ports are LAN ports.
> NAT Enabled
Network Address Translation. Default is Enable
Ethernet wan port as wan in AP Client Mode
The Ethernet wan port is used as for WAN in AP Client mode. Default is Checked
» Ethernet wan port as lan in Cell Gateway Mode
The Ethernet wan port is used as for lan port to get 2 LAN Ethernet ports, which is only for
Cell Gateway Mode. If is WAN RJ45 Ethernet port is used for WAN, please do not check this
feature. Default is Checked
> All Data to WAN with NAT
If check this feature, all data to H685 WAN will be NAT. For example if use H685 to be
VPN Server, and the Clients need visit internet through H685 via VPN, the feature need to be
checked. Default is Unchecked

\4

Normally and default we select “Gateway mode”, and keep all other parameters as default.
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3.3.3 WAN Settings

spen all | close all Wide Area Network (WAN) Settings
:J _RDUtEf You may choose different connection type suitable for your environment. Besides, you may also
- ) Status configure parameters according to the selected connection type.
- | Operation Mode
=) DRy
-1 Link Backup
J GP3 VWAN Connection Type: Cell Metwork -
- ] SMS/\oice
lj VRRP Cell Mode
B Internet Settings iCeII Modem HUAWEI-EMT7T0 820 Series
— |Modem Description [HUAWEI WCDMA 3G modem
-1 ) DHCP clients |Network Type :AUTO -
-] VPN Passthrough e —— —r _
et bRy |Online Mode | Keep Alive =
-] Dynamic Routing Parameter Groups i WCDMA  ~ [ View | | Delete
o | |
-] SNMP | ” Advance Parameter Groups ]
] cell ICMP Check f
Y in T I Il Advance Cell Options l
EL I MAC Clone
B+ WIFI I T
B il iEnabIed | Disable -
[

H-1"7] Administration l Apply ] [ Cancel ]

> WAN Connection Type
Support Static IP, DHCP, PPPoE, L2TP, PPTP, CELL Network.

3.3.3.1 WAN - Cellular Network

> Cell Modem
System supports different cell modem. Default, the router is with right Cell Modem name before
shipment. If you replace with other different Cell Modem, must select AUTO_DETECT and click
Apply button to reboot the router, the router will automatically check the Cell Modem name.

Notes: the Cell Modem Type was marked on the back of the router.

For example, it shows the following picture. H685/H820 is the router series name,
H685w-W-RS232(H820w-W-RS232) is the part number name. And the EM820w Cell
Modem is the Cell Modem name.
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Cellular Router

Type:H820w-W-Rs232 (€
Cell Modem: EM820w

http://192.168.8.1 F@
ORI DT 7
===

H820-12101103

Cell Modem Detection Step >>

Notes: If you don’t replace any cellular module or not do the “Load Default to factory”, please skip this step and jump to
next settings.

At “Cell Modem”, please select “AUTO_DETECT”, and click “Apply” button. The router will automatically detect the
module modem.

Notes: we highly suggest that reboot the router (power off and re-power on) after we select “AUTO_DETECT".

VAN Connection Type: Cell Metwork -

Cell Madem I AUTO _DETECT "I

:Mndem -E.Jescripﬁnn :.Hu.ﬁa‘.ﬁ.fléi.ébrﬂ.&.EG rnn:u-l.:lém
.NetwnrkT].rpe AUTD =
\Online Mode . Keep Alive -

Parameter Groups : CDOMA - .

' | Advance Parameter Groups ]

| Advance Cell Options I

MAC Clone

|Enabled Disable -

Apply | | Cancel ]
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A\

Modem Description

It will display related description after the H685 router detects the Cell Modem.

A\

Network Type

Select the type. Different Cell Modem supports different types. Default select AUTO.

> Online Mode

Keep Alive: means always online. The router will keep online whatever there is data for

transmission or not.

On Demand: The router will dialup when there is data for transmission.

Cinline Mode

On Demand -

Idle Time (minutes);

Idle time (minutes): fill in the time. For example, fill in 5, the router will offline after 5 minutes if

there is no data for transmission.

On Time: router dialup or offline with schedule. Totally supports 4 groups.

Cinline Mode

> MAC Clone

On Time -

set MTP Server in management page before used.
example;15:50—22:30

Enable and disable the MAC clone function.

> Parameter Groups

APN Group Option

Marks

AUTO Only keep for future use. Normally do not select this

WCDMA If your router is 4G LTE or WCDMA
HSPA/HSDPA/HSUPA/HSPA+/EDGE/GPRS/GSM
version, please select this one

CDMA If your router is CDMA2000 EVDO or CDMA1x version,
please select this one

TD-SCDMA If your router is TD-SCDMA HSDPA/HSUPA version,

please select this one

User-defined (only show
after user defined one)

If you add one APN group with your defined parameters,
please select this one

» Advance Parameter Groups

Click Advance Parameter Groups, Cell Modem Parameters Groups expand. Define one APN
Group to fit your network and sim card.

E-Lins Technology Co.,Limited
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Cell Modem Parameters Groups

Parameters Groups Mame _WCDMA_test_E—LinS

Dialup i.*BB# 1 -

APN m3gnet

User -wap

Password -wap

Command

_Au-th Type .AUTO A4
“F'in Code 1

_Local IP

_.MTU

'Ifchange this parameters groups,please press Add/Edit

il button first!

| Advance Parameter Groups ‘

|| Add/Edit |

[ Advance Cell Options l

Fill in the related parameters. And DO NOT FORGET TO CLICK “Add/Edit” button.

Parameters Groups Name: you can fill in the name freely. But keep No Space between
characters.

\Parameters Groups Name WCDMA test E-Lins Right name
EF'ararneters Groups Mame | WCDMA_test E-Lins Wrong Name
|Parameters Groups Name WCDMA test E-Lins Wrong Name

Dialup: fill in the related parameters. Get this parameter from the Sim Card Provider or Carrier;
APN: fill in the related parameters. Get this parameter from the Sim Card Provider or Carrier;

User: fill in the related parameters. Get this parameter from the Sim Card Provider or Carrier.
Notes: If your SIM card has no user name, please input out default value, otherwise the router may
not dialup. Our default value for GSM/WCDMAV/LTE is “wap”, and for COMA/EVDO is “card”.

Password: fill in the related parameters. Get this parameter from the Sim Card Provider or Carrier.
Notes: If your SIM card has no user name, please input out default value, otherwise the router may
not dialup. Our default value for GSM/WCDMAV/LTE is “wap”, and for CDOMA/EVDO is “card”.
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Command: this is for command to control the module or router. Normally is for debug use.

Auth Type: Three options (AUTO, PAP, CHAP/MS-CHAP/MS-CHAP2). Please confirm your
carrier provide the types of authentication. Normally select AUTO. If not work, try to use PAP or
CHAP.

PIN code: if necessary. Most of sim card has no PIN code, and then keep it as blank.

Notes: Please press Add/Edit button to add your defined APN parameters. At Parameter Groups, it
will automatically choose the defined APN Parameter Groups.

» Advance Cell Options
Notes: If you don’t know advance cell parameters very well, please keep default settings.

Otherwise the router may not work.

Click Advance Parameter Groups, Cell Modem Parameters Groups expand. 2" click to

contract.

;LCF' | 0 Disable @ Enable interval{sec) 10
F'.-'!'-P' ) Disable @ Auto
;CHAF' 1 ® Disa-ble G Auto
EQS—CHAP Disable -é-.ﬂxutn-
MS-CHAP-V2 [ ® Disable ® Auto
ECnmpressinn Contral Protocal . -'@- Disable ) Require
;ﬁddress!Cuntrnl Compression -. @ Disab-le 7 Require
EF’rntncaI Field Compression [ i@ Dizable ©) Require
;W TCPAP Header Compression | @ Disable © Require
;ﬁnnnecﬂnn—lD Compression @ Disable ) Require
iElSD—Dumpress compression 1 @ Disable @ Require
;I-]eﬂate compression - .-:}- Disable ) Require
E.MFFE.Encnrptinn- | ﬁr D.isable @] Enuaille
iMF’PE#D!}it __-.@n- Disable () Enable
E.Ftefuse Stateless Encryption i@ Dizable ) Enable

il'u'lnre Options (-~ for separate)

LCP: ppp dialup monitor. At interval(sec), fill in the time for every check. For example, if fill in
10, the router will get LCP check every 10 seconds.
Other parameters: user can disable or enable or define it.

E-Lins Technology Co.,Limited
Tel: +86-755-29230581 E-mail: sales@e-lins.com sales@szelins.com www.szelins.com www.e-lins.com



. -Lil‘l’ JEQE Wl S R o S R |
b E-Lins Technology Co.,Limited

H685 User Manual

Notes:

1. Do not forget to click Apply button after setting.

2. Sometimes the router cannot dialup after the APN configuration, please power off the router,
and re-power on it. Because some radio modules need reboot after the initial APN configuration.

3.3.3.2 Cell ICMP Check

Notes:

1) For router working with best stability, we highly suggest activate and use this feature.

With this feature, the Router will automatically detect its working status and fix the problem.

2) Please disable the “Ping from WAN Filter” if use ICMP check feature, otherwise it cannot work.

-{ | Dperation Made
oY RERELS
Dinetacce
- ] GPS —_——
-] SMS/NVoice ‘Remme management (via WAN) | Allow -
.ij VRERP
#-_7] Internet Settings
-] VPN Pina form WAHN Filter
[]"i;l WIFT A ‘Pjngform WAN Filter | Disable +
=) Firewall 1
{1 MAC/IP/Port Filtering
B e
] System Security | ‘Eﬂock port scan | Enable =
-1 ] Content Filtering
E-=) Administration

ICMP check and Reboot Settings

Active

. google, com [ Hozt/IF check ]
Check method

112,134, 33. 8 | Host/IP check |
Check interval time (sec) &l (60-86400)
Check Count 3 (3-1000)
Reboot Count Before Sleep 3 (2-50)
Sleep Time (min) 5 (0-43200)
Comment: Itis anly used for Cell Keep_Alive and On_Time mode! if you active link_backup you
mask set the interval bigger the 3 min

® Active: tick it to enable ICMP check feature
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Check method: fill in checking domain name or IP. Click HOST/IP check button to verify
before using it.

Check interval time (sec): set the interval time of every check

Check Count: set the checking count number

Reboot Count Before Sleep: H685 Router will sleep to stop checking after failed with set
times.

Sleep Time (min): H685 Router sleep timing before resume check.

Example with above picture:

H685 Router check “www.google.com” and “112.134.33.8”, it will check 3 times. After the previous
check, it will do next check after 60 seconds. Totally it will check 3 times. If 3 times all failed, H685
Router will reboot. If reboots 3 times continuously, H685 Router goes to sleep to stop checking.
The sleep time is 5 minutes. After 5 minutes, H685 Router resumes to cycle the checking.

3.3.3.3 AP Client mode (WiFi Client)

Set H685 as an AP client, H685 will connect the upper WiFi router or WiFi AP.

Step1)

H685 web -- Operation Mode — Choose “AP Client”, and click apply button. Wait some time until
the H685 make the setting works.

open all | close all Operation Mode Configuration

Jj”“ter You may configure the operation mode suitable for you environment.

----- Status

=) DTU

,_'] Link Backup @) Bridge:

1] GPS All ethernet and wireless interfaces are bridged into a single bridge interface.

L] SmS/Voice ) Gateway:

=) VRRP The first ethernet port is treated as WAN port. The other ethernet ports and the wireless

£+ Internet Settings

iniefdsce are bridged together and are treated as LAN ports.

] WAN

L] LaN The ydsfless apcliinterface is treated as WAN port, and the wireless ap interface and the
] DHCP clients ethernet ports are LAN ports.
L) VPN Passthrough
4] Static Routing Ethernet wan port as wan in AP Client Mode:  [¥]
j 3";3"1'“ HAng NAT Enabled: Enable ~
1 o}
) SNMP TCP Timeout; 180
=1 Cell ICMP Check ;
: 5--;j S S UDP Timeout: 180
B ] VPN
B ) WIFI Apply | Cancel

The router will switch to AP Client mode.

Step2)
WIFI — AP Client
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Here fill in the parameters.

SSID: input the WiFi router’s SSID

Security Mode: choose correct one to match the WiFi router/AP you want to connect.
Encryption Type: choose correct one to match the WiFi router/AP you want to connect.

open all | close all AP Client Feature

j Router

-1 | Status

----- i ] Operation Mode
-] DTU

R
- ] GP3 -

----- i) SMS/\Vaice 331D

-{ ] vare

1 Intarnet Settings MAC Address (Optional)
B4 WPN )

09 WIFL Security Mode WPAZPSK «
-{ | Basic
“{ | Advanced
L) Security Pass Phrase
) wDs PR S
] ] WPS Apply I [ Cancel
-4 | Station List
- ] Statistics

You could configure AP Client parameters here.

Encryption Type AES -

Step3)
WIFI -- Basic
Elﬁ WIFI

il Basic I

-1 Adwvanced
-] Security

Here please select the right channel the same with the upper WiFi Router/AP you want to connect.

Basic Settings

[This 15 from the upper Wiri Router; AP
: Wireless Network Mode:  B/GN-Mixed -

| |Wire|ess Channel: §-2452GHz =

! Multiple BSSID: @ Enabled | Disabled

| SIS!D | 551D Name | S-SID Broadcast

| SSID1 elins123 Enabled

‘ 55ID2 E-Lins Dizabled -
S5ID3 Enabled

‘ S51D4 Enabled
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Then choose the same Channel in H685 router as follows,

Broadcast Metwork Mame (5510) @ Enable ) Disable

AP Isolation (@) Enable @ Disable
MBSSID AP Isolation ) Enable @ Disable
BSSID 08:66:01:00:07.C2
Frequency (Channel) 2452MHz (Channel 3) -
Step4)

Internet Settings — WAN

Wide Area Network (WAN) Settings

¥ou may choose different connection type suitable for your envircnment. Besides, you may also
configure parameters according to the selected connection type.

WAMN Connection Type: | DHCP [A.utn cunﬁg} | -

DHCP Mode

‘Hostname |
|{opticnal)
MAC Clone
Enabled | Disable -
[ Apply ] | Cancel ]

At “WAN Connection Type”, choose “DHCP (Auto Config)”, and click “Apply” button. The H685
router will automatically connect the WiFi Router and get local IP from the wifi router. You can

check at status info page.

3.3.3.4 WAN - PPPoE (xDSL)

Set H685 WAN via PPPoE, H685 will connect the upper PPPoE modem.

Step 1)

Connect RJ45 cable between PPPoE modem to H685 WAN RJ45 port. Once it's connected, the

H685 Web Ethernet Port Status will display.

E-Lins Technology Co.,Limited
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Ethernet Port Status

I N | { Ny

LAMT LANZ LAN3 LAN4  WAN

Notes: you may not see the WAN RJ45 connection status. But it will flash to fresh the status every
30 seconds. Or you can manually flash to fresh.

Step 2)
H685 web — Operation Mode, choose “Gateway” mode

) Bridge:
All ethernet and wireless interfaces are bridged into a single bridge interface.

@ Gateway:
The first ethernet port is treated as WARN port. The other ethernet ports and the wireless
interface are bridged together and are treated as LAN ports.

) AP Client:
The wireless apcli interface is treated as WAM port, and the wireless ap interface and the
ethernet ports are LAN ports.

Step 3)
H685 web — Internet Settings — WAN — WAN Connection Type, choose “PPPoE (ADSL)”

VVAN Connection Type: PPPoE (ADSL) -
EUSEF Name 280014387653
EF’HSSWUFU i-iillllll 1
i‘u"eﬂfy Passward i-llllllll|
‘-_ . _| Keep Alive - -
\Operation Mode iKeep Alive Mode: Redial Period 60 senconds
I gﬂn dermand Mode: Idle Time | - minutes
!Enabled .i_IE]is_abIe -

| Aply |  Cancel |

WAN Connection Type: choose “PPPoE (ADSL)’

User Name: fill in the PPPoE username

Password: fill in the PPPoE password

Operation Mode:

Keep Alive: PPPoE will keep online whatever if there is data transmission.

Fill in the Redial Period time.
E-Lins Technology Co.,Limited
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On Demand: PPPoE dialup with data transmission demand.

Set the Idle Time. PPPoE will be offline if the set idle time has no data
transmission.

Manual: need manually dialup.
Click “Apply” button.

Step 4)
H685 web — Status, it display the WAN IP once the PPPoE is online.

Internet Configurations

:DnnnededType MI

WAN IP Address 119.59.141.4 |
'Subnet Mask. 255.256.255.255
|Default Gateway r119.59.141.1
;F'rirnar].f Domain Mame Server [ 211.152.?8.1_
féecnndary Domain Mame Server 211.162.78.3 '
IMAC Address |08:66:01:00:04:40

3.3.3.5 WAN - STATIC (fixed IP)

Set H685 WAN via STATIC fixed IP, H685 will connect the upper router via STATIC fixed IP.

Step 1)

Connect RJ45 cable between Upper Router LAN RJ45 to H685 WAN RJ45 port. Once it's
connected, the H685 Web Ethernet Port Status will display.

Ethernet Port Status

L IL L JC 1 B3

LAMT LANZ LAM3 LAN4  WAN

Notes: you may not see the WAN RJ45 connection status. But it will flash to fresh the status every
30 seconds. Or you can manually flash to fresh.

Step 2)
H685 web — Operation Mode, choose “Gateway” mode

E-Lins Technology Co.,Limited
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(*) Bridge:
All ethernet and wireless interfaces are bridged into a single bridge interface.

@ Gateway:
The first ethernet port is treated as WARN port. The other ethernet ports and the wireless
interface are bridged together and are treated as LAN ports.

) AP Client:
The wireless apcli interface is treated as WAM port, and the wireless ap interface and the
ethernet ports are LAN ports.

Step 3)
H685 web — Internet Settings — WAN — WAN Connection Type, choose “STATIC (fixed IP)”

VAN Connection Type: STATIC (fixed IP) -

1P Address 192.168.1.128

‘Subnet Mask | 255,265 255.0

;DefﬂuItGﬂteway ;.192.158_1.1

éﬁrimaw OMS Server 192.168.1.1

;Secnndary DS Server | 8.6.6.8

'.Enatﬂéd -Disable -

I Apply I I Cancel I

® WAN Connection Type: choose “STATIC (fixed IP)”

® |IP Address: fill in one IP Address. This IP Address should be same range of the Upper Router.
For example, the Upper Router LAN IP is 192.168.1.1 and Subnet Mask is 255.255.255.0, you can
fill in the parameters as above.

® Subnet Mask: fill in the Subnet Mask from the Upper Router.

® Default Gateway: fill in the Upper Router’s Gateway IP.

® Primary DNS Server: If your Upper Router supports DNS proxy, fill in the Upper Router’s LAN
IP as Primary DNS Server. Or you can fill in the correct DNS Server IP.

® Secondary DNS Server: Fill in a working secondary DNS Server IP.

Click “Apply” button.

Step 4)
H685 web — Status, it display the WAN IP once the STATIC (fixed IP) is online.
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|Connected Type |STATIC

\WAN IP Address 192.168.1.128
\Subnet Mask '|255 255 255 0
\Default Gateway [192.162.1.1
?F*rimar].r Clomain Mame Senver - 192.158.1._1
E-Secnndary Domain Mame Server -'.E.B.E!.Ei

\MAC Address ' [08:66:01:00:04:40

3.3.3.6 WAN - DHCP (Auto config)

Set H685 WAN via DHCP (Auto config), H685 will connect the upper router via DHCP.

Step 1)
Connect RJ45 cable between Upper Router LAN RJ45 to H685 WAN RJ45 port. Once it's
connected, the H685 Web Ethernet Port Status will display.

Ethernet Port Status

L IL L JC 1 B3

LAMT LANZ LAM3 LAN4  WAN

Notes: you may not see the WAN RJ45 connection status. But it will flash to fresh the status every
30 seconds. Or you can manually flash to fresh.

Step 2)
H685 web — Operation Mode, choose “Gateway” mode

() Bridge:
All ethernet and wireless interfaces are bridged into a single bridge interface.

@ Gateway:
The first ethernet port is treated as WAN port. The other ethernet ports and the wireless
interface are bridged together and are treated as LAN ports.

) AP Client:
The wireless apcli interface is treated as WARMN port, and the wireless ap interface and the
ethernet ports are LAMN ports.

Step 3)
H685 web — Internet Settings — WAN — WAN Connection Type, choose “DHCP (Auto config)”

E-Lins Technology Co.,Limited
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VAN Connection Type: OHCP (Auto config) -
DHCP Mode

Hostname
(optional)

MAC Clone

Enabled Disable -

[ Apply ] [ Cancel ]

® WAN Connection Type: choose “DHCP (Auto config)”
Click “Apply” button.

Step 4)
H685 web — Status, it display the WAN IP once the DHCP (Auto config) is online.

Internet Configurations

!Cunn ected Type | DHCP

|WAN IP Address |192.1EB.1.‘103|
ISuhneiMask 2552552550

Default Gateway 1192.168.1.1
IF'ﬁrnaf],rDcrma'in Mame Server -|192.‘IEB.‘I.‘1
iSec&ndafyDnmiﬂ Mame Server |192.1EE.1.1
|MAEAddress |DB:EE:U1:DU:D4:AD

3.3.4 LAN Settings

Eﬁ Internet Settings
WAN

R

- | DHCP clients

-] WPN Passthrough

-] Static Routing

“1 '] Dynamic Routing

1:] Dynamic Routing List

-] sNMP

=1 cell ICMP Check

~{] Lo Interface

E-Lins Technology Co.,Limited
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LAN Setup

1P Address 192.168.8.1
Subnet Mask 265255 255

|Lm2 ) Enable @ Disanle
LANZ IP Address [

LAN2 Subnet Mask :
\MAC Address |08:66:01:00:04:A1
DHCF Type Server -

Start IP Address | 192.168.5.100

End IP Address | 192 168.8.200

Subnet Mask | 255 255 255 0

Primary DNS Server | 168.95.1 1

Secondary DMNS Server | 5.8.8.8

Default Gateway | 192.168.58.1

Lease Time | 86400

Setting the LAN parameters, include IP address, sub mask, VLAN, DHCP, etc.

3.3.4.1 Router Gateway IP

Default, the Router LAN IP is 192.168.8.1. If users want to modify it, please change the related
parameters.

E-Lins Technology Co.,Limited
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IP Address 192.168.1.1 | '

Subnet Mask 255 255 255 0

Lan 2 ") Enable @ Disable

LANZ IF Address

LAN2 Subnet Mask
\MAC Address |08:66:01:00:04:A1
DOHCP Type .Server -

Start IP Address | 192 168.1.100

End IP Address | 192 168.1.200

SubnetMask | 255 255 255 0

Primary DNS Server | 168.95.1.1

Secondary DMNS Server BBBB

Default Gateway| 192 165.1.1

Lease Time -BEMJU

IP Address: change the value you need

Start IP Address: for DHCP start IP

End IP Address: for DHCP end IP

Default Gateway: manually change it after you modify the IP Address.

3.3.4.2 MAC binding

H685 Router supports 3 groups of MAC Binding. The parameter value format is as followed
picture.

MAC: 00:21:86:61TA 88

Statically Assigned == —
|p- 192 168.8.2

MALC:
Statically Assigned o

Statically Assigned

E-Lins Technology Co.,Limited
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3.3.4.3 DNS Proxy

H685 Router default enables the DNS Proxy. With this, the H685 router can get DNS
automatically and assigned to the PC/Device. If disable the DNS Proxy, please input correct
DNS for your PC/Device, otherwise, it may not work correctly.

! ; .
DNS Proxy | Enable =

3.3.5 DHCP Client

DHCP Client List

You could monitor DHCP clients here.

DHCP Clients

'Hostname | MAC Address |IP Address | Expiresin |

List the Clients which gain IP address from DHCP.

3.3.6 Configure Static Routing

This section mainly introduces what is Routing Table and how to configure static router.
® Routing Table
This page shows the key routing table of this router.

Current Routing table in the system:

iNn.: Destinatinn_| Metmask .!" thew_ay_|Flags E_ruTetriE E_FQ i—Us:_a- [ﬁteﬁc;. Enﬁmeﬁ
1l | [ ol ; I
1 |10646464 255255255255 0000 s o jo |0 |WAN

| i | | " | [(ppp0)
=B i Z ' i [ [LAN
2 |256 256 256 255 256256256 256(0000 (5 (0 [0 [0 |
I~ | | 1 I
i ! [ [ | [ ] : E
3 (19216880  |2552552550 |0.0.0.0 |1 T £

| | | | | [ |(br0)
Wil i R (PR P R e
Ed, |n.n.n.u 0000 ‘10.54.54.54'3 o o |0 [wAN
| | | I | [ [ !f.DDDU}

® New Static Router
This page is about how to set static routing function of the router.

E-Lins Technology Co.,Limited
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Add a routing rule

Destination

;REIHEIE Host -
:Gatewa].r -

.Interface LAN -
[Comment |

Destination: please enter Target Host or IP network segment

Range: Host or Network can be chosen

Gateway: IP address of the next router.

Interface: You can choose the corresponding interface type.

Comment: some notes

Notice:

> Gateway and LAN IP of this router must belong to the same network segment.

> If the destination IP address is the one of a host, and then the Subnet Mask must be
255.255.255.255.

> If the destination IP address is IP network segment, it must match with the Subnet
Mask. For example, if the destination IP is 10.0.0.0, and the Subnet Mask is
255.0.0.0.

3.3.7 VPN

Notes: the following VPN configuration manual may be out of date. We update the IPSec
and PPTP configuration in another manual. Please refer to manual of
‘H685_H685 VPN_Usermanual_Eng.pdf’.

3.3.7.1 IPSEC

E-Lins Technology Co.,Limited
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Ipsec VPN

Using IPSec protocol to achieve remote access.

IPSEC Vpn List

1

IF

Mo, State | Mame serice mode Remote Gateway  Local Address  Eemote Address
v Enabled jordan client 1858171180 18921681.0 1010100
| Enable | | Dizable | | Delete | |Edit |

| Add Application

Sec connect name jordan

wou can input DEV+DevicelD+[..] to bind device
example:DEYZE1280D52F 241452 vpnl.cam

service mode client =
hode Aggrezzive -

Femaote IPSec gateway 196, 8. 171, 180

Local IF address | Subnet = |

YRR P address 182,168, 1.0

IF suhnet mask 255, 26A. 266.0

Femaote IP address Subnet -
YRR P address 10, 10.10.0

IF suhnet mask 255, 26A. 266.0

ey Exchange Method Luto(IKE) =

Authentication |Pre—Shared Key v|

FPre-Shared Key [ TITTTTT]

Ferfect Forward Secrecy Enable =

MAT Traversal v

Advanced IKE Settings f Show Advanced Settings 'i

!
>

>

Tel: +8

4pply | | Cancel |

IPsec connect name: make sure the name in client and server are same, we suggest to
use domain name (111.vpn1.com). if you want to build a point-to-point channel, the
IPsec name have to be written as DEV+equipment ID+name
(DEV281250D52F2A1452.vpn1.com), and make sure both the client and server are
inputing Client equipment ID. You can find H685'’s ID in the Status interface.

Service Mode: Server/Client
E-Lins Technology Co.,Limited
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> Mode: Main/Aggressive. The Aggressive mode is commonly used.

> Remote Gateway: This choice just appears in the Client mode and it is used to fill the IP
address in the Server.

> Local IP address: Fill LAN IP of this device. You can fill an IP or a network

> Remote IP address: Fill the IP of the other router.

> Authentication: Commonly, Pre-Shared Key is chosen. And the Client and Server
must choose the same key.

> Advanced AKE settings: There are some encryption methods in this field. You must
use the settings in this field when VPN tunnel needs to be built between H685 and other
brand VPN server.

> Example: Connected cisco 7200 and H685
How to config H685 as VPN clinet

segment.

Tel: +86-755-29230581 E-mail: sales@e-lins.com

IPsec Name: make sure the name in client and server are same, we suggest to use
domain name(111.vpn1.com). if you want to build a point-to-point channel, the IPsec
name have to be written as DEV+equipment
ID+name(DEV281250D52F2A1452.vpn1.com), and make sure both the client and
server are inputing Client equipment ID. You can find H685’s ID in the Status interface.

IFSec connect name

service mode
made

Femote IPSec gateway

Local IP address
WP IP address

IF gubnet mask

Remote IP address
WP IP address

IF gubnet mask

key Exchange Method

Authentication
FPre-Shared Key

Perfect Forward Secrecy

AT Traversal

jordan

wau can input DEY+DevicelD+[..] to hind device
example:DEV2E12500D52F 241452 wpnl .com

client =~
Lggreszive -

186 8. 171. 180

|Subne‘t v|
152, 168. 1.0

266, 266, 266. 0

Subnet -
10.10.10.0

266, 266, 266. 0

Auto(IEE) -

|Pre—Shared Kew v|

Erable -

v

E-Lins Technology Co.,Limited
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Advanced IKE Settings : Hide Adwvanced Settings
Fhase 1

Encryption |3DES—v|

Integrity Algarithim SHAl -

Select Diffie-Hellman Group for Key Exchange lm

Key Lifetime 3600 Seconds
Fhase 2

Encryption 3DES -

Integrity Algarithim SHAl -

Select Diffie-Hellman Group for Key Exchange lm

key Lifetime 28800 Seconds

Lpply [ Cancel |

How to config CISCO 7200 as VPN Server

crypto keyring jordan
pre-shared-key hostname jordan key test

crypto isakmp profile jordan
description china SZ shenzhen
keyring jordan
match identity host jordan
keepalive 60 retry 10

crypto ipsec transform-set vpnset esp-des esp-sha-hmac

crypto ipsec profile jordan
set transform-set vpnset
set isakmp-profile jordan

crypto dynamic-map jordan 1
set security-association lifetime kilobytes 536870912
set security-association lifetime seconds 43200
set transform-set vpnset
set isakmp-profile jordan
reverse-route
crypto map COREVPN 26 ipsec-isakmp dynamic jordan

E-Lins Technology Co.,Limited
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3.3.7.2 PPTP

1) PPTP Client

PPTP Client

PPTP VPN Settings

PPTP IP
PPTP Remote IP
PRTP VPN Active

PETR User

PPTP Password
PPTP Server
Remote Lan/Mask
Local PPTPIP

MPPE Encryption

40 Bit Encryption(Default is 128 Bit)
56 Bit Encryption

Refuse Stateless Encryption

MFPC

&
test

L1 1]
14.16.28.235
192.168.9.0
DHCP IP
¥

[

IR

Il

PPTP feature works as Client only.

YV V.V V VYV V

L]

| 2552552550

PPTP VPN Active: tick it to enable VPN feature.

PPTP User: fill in the right username, which is from the PPTP Server.

PPTP Password: fill in the right password, which is from the PPTP Server.

PPTP Server: fill in the PPTP Server is IP address or domain name.

Remote Lan/Mask: fill in the PPTP Server’s LAN range and submask.

Local PPTP IP: default chooses “dhcp”. If choose “static”, please fill in a local PPTP

assigned IP, which depends on PPTP Server’s settings.

YV V V V

MPPE Encryption: tick it or not depends on PPTP Server’s settings.

40 bit Encryption(Default is 128 bit): tick it or not depends on PPTP Server’s settings.
Refuse Stateless Encryption: tick it or not depends on PPTP Server’s settings.
MPPC.: tick it or not depends on PPTP Server’s settings.

Click “apply” button to activate the settings. The PPTP client will try to connect the PPTP
Server automatically. See example of Chapter 5.8.

Tel: +86-755-29230581 E-mail: sales@e-lins.com
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Notes:

1) If the PPTP cannot through between client and server, please check if the MPPE configuration
is matched with PPTP server or not.

2) Normally PPTP server has route for 192.168.1.1/24 or 192.168.0.1/24. Please check the PPTP
server has the route of 192.168.8.0/24 if your H820 router is with IP 192.168.8.1.

For example, if H820 LAN IP is 192.168.8.1 and assigned PPTP IP is 172.1.1.2. Then at the PPTP
server, need add a route for 192.168.8.0/24 and gateway as 172.168.1.2. Meanwhile, we suggest
PPTP Server use fixed PPTP IP rule for PPTP client, otherwise need modify the route’s gateway
every time because the PPTP client gets a random PPTP IP.

3) For PPTP Server, there is two types. One is Windows Server, the other is Router Server.
Our H685/H820 router’ default firmware is suitable for PPTP Server with Router. If the PPTP
Server is Windows Server, please ask us for dedicated firmware.

Typical Application (1) E-Lins Router as PPTP Client --- Connects --- E-Lins Router as PPTP
Server:
Once PPTP setup, the two E-Lins router will add the route themselves automatically.

Typical Application (2) E-Lins Router as PPTP Client --- Connects --- Other Router/Windows as
Server:

Once PPTP setup, the E-Lins router will add the route itself automatically. But the PPTP Server
will not add the route automatically. So need manually add it.

Typical Application (3) Mobile Phone/Portable Devices as PPTP Client --- Connects --- E-Lins
Router/Windows/Other Router as PPTP Server:
No need add the route.

Once the PPTP VPN connects, it indicates the VPN IP as below,

E-Lins Technology Co.,Limited
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PPTP Client

PPTP VPH Settings

PPTF IP [172168.8.2
PPTP Remate IP 172.168.9.2
PETP VEN Active

‘F'F"TP User ‘ T:est
‘F‘F-‘TPPa.sswcrd sene -
‘F‘F'TP Server | 14.16.28.235
‘Remo_ie Lan/Mask ‘ 192.168.9.0  ; 255.2552550
‘Locaj PPTP IP |m -
‘MPF"EEncr]rpﬁon ‘

|4u Bit Encryption(Defaultis 128 Bit)

56 Bit Encryption [&

‘Refuse Stateless Encryption | [

MPPC |

open all | close all

] Connect Modem
F-] Internet Settings

{] PPTP Server
{] PPTP Client
=] L2TP Client

2) PPTP Server

Internet Configurations

|CELL

[183.41.155.115

|255.255.255.255

[182.41.0.1

|202.95.128.86

|202.96 134 133

|Comec:ted Type
g |WAN IP Address
L) Status |Subnet Mask
1 ] Operation Mode
) BTy |Defau|t Gateway
[} Link Backup |F'r1rna1']r Domain Mame Server
7 ) EPS |Secondanr Domain Name Server
e [MAC Address
) VRRP

|08:66:01:01:93:84

Local Hetwork

|Local IP Address

[192.168.8.1

|Local Netmask

|255 255 255 0

|mAC Address

IPSEC Status

|08:66:01:01:A4:1F

|Name

|status

..... Y Tunnel PPTP Client Status
B} WIFL up
] Firewall 172.166.8.2
{7 Administration 172168.0.2
[1 ot [down

Step1) make the H685/H820 router online with WAN IP (public IP);
Step2) H685/H820 router web -- VPN -- PPTP Server;

Fill in the related parameters.

E-Lins Technology Co.,Limited
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PPTP Server

PPTP Server Settings

PPTP Senver Active |

‘Debug ||:|

‘]_crcaHF' |'17_2.1_5's._s.2 _ 172.168.8.100

!Remote P 172.168.9.2 _172.168.9.100
‘MPPEEHWWM Local TP and Remote TP
\128hftEncr1rpﬂbn | not with same range
‘ﬁﬁmtEnmpﬁon I with LAN IP

40 bit Encryption [

‘Refuse Stateless Encryption |

MPPC |

Local IP is the VPN IP for the H685/H820 Server.
Remote IP is the VPN IP for the PPTP Client.

Step3) Add PPTP users for PPTP client;

Add PPTP User

Add PPTP User

‘Usm’ 5 ‘ test

iPasswc—rd T seee

‘Cnﬂﬁﬂﬂ Password * asee R

!S‘taﬁclP ‘ -

‘Remme LanMask ‘ ﬁz.?ﬁs_.s.u | 24_

Tel: +86-755-29230581
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PPTP User List

PPTP User List

IID | User Password | StaticIP | Remote Lan/mask

% 1 [Fl | test

=

kA | 192.168.8.0/24

Step4) At PPTP client side, fill in the PPTP Server IP, PPTP user and password to connect the
PPTP Server.

Notes:

1) E-Lins router is not recommended for VPN server. Please use professional VPN server. While
use E-Lins router for VPN server, the suggested client sites no more than 5.

2) E-Lins router is used for VPN server, while the client site is Mobile Phone or Windows OS,
please do not use MPPE Encryption. Otherwise it will not work prefect.

3.3.7.3 L2TP

L2TP

L2TP VPN Settings

F :
L2TP VPN Active ID

L2TP User ]

L2TP Password !

L2TF Semver

I- .
iRe mote Lan/Mask {

I -
|Local PPTPIP dhcp -

|l'u1F'F'E Encryption [l

L2TP feature works as Client only.

Notes:

E-Lins Technology Co.,Limited
Tel: +86-755-29230581 E-mail: sales@e-lins.com sales@szelins.com www.szelins.com www.e-lins.com




AR A B PR S

CLing E-Lins Technology Co.,Limited H685 User Manual

Normally L2TP server has route for 192.168.1.1/24 or 192.168.0.1/24. Please check the L2TP
server has the route of 192.168.8.0/24 if your H820 router is with IP 192.168.8.1.

For example, if H820 LAN IP is 192.168.8.1 and assigned L2TP IP is 172.1.1.2. Then at the L2TP
server, need add a route for 192.168.8.0/24 and gateway as 172.168.1.2. Meanwhile, we suggest
L2TP Server use fixed L2TP IP rule for L2TP client, otherwise need modify the route’s gateway
every time because the L2TP client gets a random L2TP IP.

Typical Application (1) E-Lins Router as L2TP Client --- Connects --- E-Lins Router as L2TP
Server:
Once L2TP setup, the two E-Lins router will add the route themselves automatically.

Typical Application (2) E-Lins Router as L2TP Client --- Connects --- Other Router/Windows as
L2TP Server:

Once L2TP setup, the E-Lins router will add the route itself automatically. But the L2TP Server will
not add the route automatically. So need manually add it.

Typical Application (3) Mobile Phone/Portable Devices as L2TP Client --- Connects --- E-Lins
Router/Windows/Other Router as L2TP Server:
No need add the route.

3.3.7.4 Tunnel

Tunnel Feature
The H685 Tunnel feature supports two GRE.

GRE1

GRE VPN Active [
Remote Address *

Local Address
_Lnn::al lan gateway *

Remote Lan/Mask * i

apply

E-Lins Technology Co.,Limited
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GRE2

GRE VPN Settings

GRE VPN Active [

Femote Address *

Local Address

Local lan gateway *

Remate LaniMask * j 3 ! ]

IP Tunnel Feature

IP Tunnel

IP Tunnel Settings

1P Tunnel Active F

Remate Address *

Local Address

Local lan gateway *

Remate Lan/Mask ™ . [ !

3.3.8 DTU Settings (Serial to Cellular Gateway Feature)

Notes:
1) this feature is for H685 with DTU option only.
2) this feature cannot be used same time with “Connect Modem”. Please disable the “DTU”

feature if use “Connect Modem” feature. Please disable the “Connect Modem” feature if use
“DTU” feature.

E-Lins Technology Co.,Limited
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DTU Status

diu status on =

serial bawdrate 9600 = pps
serial parity none -

serial databits & = pits
serial slopbits l = bits
serial Now controd noke -

mode client =

Protocal tcp =

saner 1 @ 113 011,127,232 5000

sanar 2 192, 168. 8. 101 5000

saner 3 192, 168. 8, 102 5000

senerd 192, 168. 8, 103 L]

Send heart baat o v

heart beat infenal time {units) 5

hean beal information hex DTU_heart

send delay imeunitms) 200

Add id string to head 10_o0a1 add Is hearbeatinfo
[ apply |

This section is mainly about DTU settings.
® DTU status: open and close DTU

DTU Serial setting

® serial baudrate: support 300/1200/2400/4800/9600/19200/38400/57600/115200bps
® serial parity: support none/odd/even

@ serial databits: support 7 bits and 8 bits

@ serial stopbit: support 1 bits and 2 bits

® serial flow control: support hardware/software

DTU config

® mode: can configure as client or server.

® Protocol: support TCP/UDP

® server 1~server 4: fill in the centre server IP or Domain name and port. If you
configure one server, the data will transfer to this server. If you configure one more
servers, the data will transfer to all the servers at the same time.

® Send heart beat: open or close heart beat.

® heart beat interval time: set interval time to send each heart beat

® heart beat information: define the content of heart beat

® send delay time: send waiting time to send data.
E-Lins Technology Co.,Limited
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® Add id string to head: add an ID string in the data or heartbeat.

3.3.9 SMS/Voice Control and Monitor

Notes: this feature is for H685 with SMS/Voice option only.

3.3.9.1 SMS

Step 1) click “SMS/Voice”

_f Router

] Status

----- | | Operation Mode
..... Y oTu

----- [ Link Backup
] GPS

| sms/voice
1] VRRP

Step 2) Activate the SMS feature

E-Lins Technology Co.,Limited
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SMS/Voice Settings

SMS5Noice Command Settings

Message/Voice status Oon -

Fix Error For Some Metwoark |

Number 1 +B8613312345678 sms [T voIicE [E] ALARM
Number 2 666 sws [0 voIcE [] ALARM
Number 3 [ sms [ voIcE [ ALARM
Number 4 O] sms [ voicE O ALARM
Number 5 [ sms [ voice [ ALARM
Number & [ sms [ voice [ ALARM
Number 7 sms [C] voICE [ ALARM
Number & [ sms [ voice [ ALARM
Number 3 sms [C] voICE [C] ALARM
Number 10 [ sms [0 voice [C] ALARM

Message/Voice status: select “on” to enable SMS feature. “off” to disable SMS feature.

Fix Error For Some Network: Some networks use different code format. Please keep uncheck to try. If not work, try
to check it.

Telephone number: Sender’s phone number input. Totally can input 10 groups.

Number 1....10: input the dedicated sender’'s phone number. Do not forget to Tick “SMS”

Step 3) Define the SMS command
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SMS Command o v
Send ack SMS an -
Reboot Router Command reboot

Get Cell Status Command cellstatus
(Cell link-up Command cellup

Cell link-down Command celldoum
DIO_0 Set Command diall
DIO_0 Reset Command dia00
DIC2_1 Set Command dioll
DI0_1 Reset Command diall

DIO Status Command diostatus

SMS Command: select “on” to enable it. “off” to disable it.

Send ack SMS: If select “on”, the router will send command feedback to sender’s phone number. If select “off”, the
router will not send command feedback to sender’'s phone number.

Reboot Router Command: input the command for “reboot” operation, default is “reboot”.

Get Cell Status Command: input the command for “router cell status checking” operation, default is “cellstatus”. For
example, if we send “cellstatus” to router, router will feedback the status to sender such as “Router SN:
086412090002 cell_link_up”, which indicated the router SN number and Cell Working Status.

Cell link-up Command: input the command for “router cell link up” operation, default is “cellup”. If router gets this
command, the Router Cell will be online.

Cell link-down Command: input the command for “router cell link down” operation, default is “celldown”. If router gets
this command, the Router Cell will be offline.

DIO_0 Set Command: input the command for I/O port 0. For SMS feature, please keep the parameter default.
DIO_0 Reset Command: input the command for I/O port 0. For SMS feature, please keep the parameter default.
DIO_1 Set Command: input the command for I/O port 1. For SMS feature, please keep the parameter default.
DIO_1 Reset Command: input the command for I/O port 1. For SMS feature, please keep the parameter default.
DIO Status Command: input the command for I/O port status. For SMS feature, please keep the parameter default.

1
Step 4) Click wl button to save

Note:
1) SIM Card inserted in the router must support SMS or Voice.
2) Try to add zone code or country code if the command cannot get working.
For example, we set the number 13798257916, and if the command cannot work,
please try to put the country code 86 as followed picture.
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Telephone Numbers

Fumber 1

+5613TH826TA16 Sms

Here set an example, we set the parameters for SMS/Voice as above.

1)  Use the cell phone 13798257916 to send “down” to the router’s SIM Card Number,
the router will receive the “down” command, and it will be off-line. And in the
System Log, we shall find a info as following marks.

L
DHCP clients
VPN Passthrough

1
{3
B
{ | Advanced Routing
A WPN
..... M oTu
=] SMSMoice Cormmand
1] Route Fail Gver
L)
)

SMNMP
L B GPS
[ wireless Settings

[£|_‘| Firewall
|':|J adrministration
= ] Management
[ ] Reboot
~{] Upload Firrnware
| Settings Managerment
=] Status
| 1 Sfatictice

----- | ] Systermn Log

-

L

[1589]% received msg (dowvn | from [137983257916) !
(158974 do coumand (3G Link-down) from {13793257916) !
E]: Terminaring oo S1gnal lo.

6]+

5]:
&5]:
51:
&5]:
5]:
5]:
E]:
A
£]:
5]:
51:
&]:

Script fetc_rofpppfip-dovm started (pid 1744)
zent [LCP TermBeq id=0xZ "Uzer redquest’”]
rcwd [LCP Terméck id=0xz2]
Commection terminated.
Commect time 57.4 minutes.
Sent 908 bytes, receiwved 755 bytes.
disconnect script failed
Waiting for 1 child processes...

gcript Jetc_rofpppfip-dowm, pid 1744
Joript Jfetc_rofpppsip-doim finished (pid 1744, status = 0x0
Commect time §7.4 minutes.
SJent 908 bytes, received 758 bytes.
Exit.

[1589]: receiwved msg (up | from [(13793257916) !
[1589]: do command (3G Link-up) from (13795257916) !

537]:
[5371:

1%

pppd 2.4.2 started by admin user, uid 0
Connect script failed

’ Refrash ” Clear ‘

2)  Use the cell phone 13798257916 to send “up” to the router’s SIM Card Number,
the router will receive the “up” command, and it will be online. And in the System
Log, we shall find a info as following marks.
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open all | close all pls Exit,
[1589]) receiwved msg (up ) from (13795257916) !

[1589]] do command (3G Link-up) from (13798257916) !

:Jf Cell Router 53] P T T T T T T
_j Qperation Mode 533]: Connect script failed
,FEJ-J Internet Settings 23]: 3erial comnection established.
J Wi AT 23]: using channel 2
j LAN 53]: Using interface pppl
i , 53]: Commect: pppl <--> fdew/ttyU3E0
g"":_'l DHCP clients 53]: sent [LCP ConfReq id=0xl <asyncmap 0x0> <magic 0x31310540=]
1] VPN Passthrough 23]: rowd [LCP ConfReq id=0x3 <asyhcmap 0x0> <auth chap MD5> <magic 0x147f
_'| &dvanced Routing 23]: sent [LCP ConfRej id=0x3 <pcomp> <Laccomp>]
_LI YEN 53]: rowd [LCP Confiack id=0xl <asyncmap 0x0> <magic 0x31310540%-]
5______1 OTU 33]: rowd [LCP ConfReq id=0x4 <asyhcmap 0x0> <auth chap MD5> <magic 0x147f
T ; 33]: sent [LCP Confick id=0x4 <asyncmap 0x0> <auth chap MD5= <magic Ox147f
-] SM3/Voice Command  |537: rewd [LCP DiscReg id=0x5 magic=0x147feld]
,J' Route Fail Over 23]: rcwd [CHAP Challenge id=0x1 <ealect6Zi0d4aSl7fzZcelal8efcc3iV8617>,; hame
] sMMP 23]: sent [CHAP Response id=0xl1 <71dd7acldc0fcf5l36fed®53dddafeasis=, name =
i _-I GRS 53]: rcowd [CHAP Success id=0xl1 "] =
B2 Wireless Settings 53]: CHAP authentication succeeded
{ ) 533]: sent [IPCPF ConfReq id=0xl <addr 0.0.0.0> <ms-dnzl 0.0.0.0> <ms-dns3 C
-] Firewall 53]: rowd [IPCP ConfNak id=0x1 <ms-dnsl 10.11.12.13% <ms—dns3 10.11.12.14
- Adrinistration 53]: sent [IFCP ConfReq id=0x2 <addr 0.0.0.0% <ms-dnsl 10.11.12.13% <ma-dr
w0 Management 53]: rocwd [IPCP ConfNak id=0xZ2 <ms-dnsl 10.11.12.13> <ms-dns3 10.11.12.14:
__'] Bebioct 53]: sent [IPCP ConfReq id=0x3 <addr 0.0.0.0> <ms-dnsl 10.11.12.13% <ms-dr

33]: rowd [IPCP ConfNak id=0x3 <ms-dnsl 10.11.12.13 <ms-dns3 10.11.12.14:
{ : 23]: sent [IPCP ConfReq id=0x4 <addr 0.0.0.0> <ms-dhnsl 10.11.12.13% <ms-dr
L] Settings Management 53] peyd [IPCP ConfNak id=0x4 <ms-dnsl 10.11.12.13 <ms-dns3 10.11.12.1&
-4 ] Status 5371+ =ent [TRCPR ConfRen id=0vE addr 0.0 0 0% ema-dn=] 10 11 12 13 ._fmq__.-h_v
L0 Statistics £ *
“1 Y System Log

,_'| Upload Firmware

I Refresh H Clear I

CellStatus Example:
1) From cellphone, send SMS content “cellstatus” to router sim card number;
2) Router receives the SMS, and reply to the SMS to cellphone with content below,

SN:086413106917

Status(192.168.7.1,10.75.94.
216,4,up)

SN: it is the Router serial number

192.168.7.1: it is Router LAN IP

10.75.94.216: it is Router WAN IP

4: it is signal bar. The router indicates the signal with bar. From Zero bar to Full bar is 0-5.
up: it means Router is online.
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3.3.9.2 Voice

Notes: This feature may not work due to network compatibility or module modem.

Step 1) enable voice feature

SMSNoice Command Settings
Messagefoice status o o

Step 2) set the dedicated phone number for voice control

telephone number

number 1 13798257016 [[] smsi{WIvoICE [C] ALARM
number 2 [ sms [ voIcE [ ALARM
number 3 [ sms [ voicE [ ALARM
number 4 [C] sms [ voice [C] ALARM
number 5 [C] sms [ voicE [ ALARM
number & [ sms [ voIcE [ ALARM
number 7 [ sms [ voicE [ ALARM
number 8 [C] sms [ voice [C] ALARM
number 9 [C] sms [ voicE [ ALARM
number 10 [ sms [ voIcE [ ALARM

Step 3) Configure the voice command

!mi::e command
Cell link up

iSMSMaIm Tice1d Tiske dowm

Cell link up and down

off: disable the voice control

Cell link up: with this selection, the voice control can only control the Router Cell online.

Cell link down: with this selection, the voice control can only control the Router Cell offline.
Cell link up and down: with this selection, the voice control can control the Router Cell offline
and online. 1! control to be online, 2™ control to be offline.
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3.3.9.3 Alarm via SMS

With this feature, the Router will send SMS to pre-defined phone number for warning and
alarm.

Step 1) enable Alarm feature

SMSNoice Command Settings
Messagefoice status o -

Step 2) set the dedicated phone number for SMS Alarm

telephone number

number 1 13798267316 [ sms [ voICE [F] ALARM
number 2 [ sms [ voIcE [ ALARM
number 3 sms £ voICE [ ALARM
number 4 [ sms [ voICE [ ALARM
number 5 [ sms [C] voIcE [C] ALARM
number 6 [ sms [£] voIcE [ ALARM
number 7 sms £ voIcE [ ALARM
number 8 [ sms [ voicE [ ALARM
number 9 [ sms [C] voicE [C] ALARM
number 10 [ sms [ voicE [ ALARM

Step 3) Configure the voice command

SM5 Alarm

SMS Alarm on -

Low Signal Alarm (Check Interval:20s)

when equal and lower level[0~2) 0

check count for alarm 10

normal signal count for check again ]

normal signal count for check again: to prevent repeating alarm.
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With the setting above, the HG685 router checks signal every 20s, if all of 10 times with signal 0
quality, H685 Router will send Alarm via SMS. After the alarm, this feature will be locked, but H685
Router keeps checking signal quality every 20s, if continuous 8 times are with signal quality better

than 0, the alarm feature will be unlocked, then the alarm feature starts work again.

3.3.10 Link Backup (Route Redundancy)

Operation Mode

|Active ]
%Elack To Higher Primary When Possible : ]

Link Priority Settings

[WAN1: Cellular Wireless [C] OFF @ High Priority © Middle Priority © Low Pricrity
;iﬂmmzz Wifi DHCP Wireless .I-l___llCJFF ) High Priority ) Middle Priority @ Low Priority
?_wma-.wned PFPOE  ~ [Tl OFF @ High Priority @ Middle Priority © Low Priarity
ECheck Count .3 [1-20) |
éﬁhecklntewalTime(min} . 2 - “|_"]-E|:|}

|Used The Same Method s -

;;ﬁ.n WAN Check Method [ ping_ip i | 290, 181, 111. 188 | 110. 11, 233. &

Operation Mode
® Active: disable or enable the link redundancy
® Back to Higher Primary When Possible:

If you tick this option, once the H685 Router work on backup link, whether it fails or not, it will

return to main link if main link turns to be okay.

If not tick this option, the H685 Router will not return to main link until the current link fails.

Link Priority Settings

® WANT1: Cellular Wireless

® WAN2: WiFi DHCP Wireless

® WAN3: Wired XXX (XXX=DHCP, STATIC, PPPOE)

OFF: Check OFF Blank to disable or uncheck to enable the link redundancy
Priority: High Priority, Middle Priority, Low Priority.
E-Lins Technology Co.,Limited
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Link Check Settings
® Check Count: for example, set it as 3. Router check link live 3 times.
® Check Interval Time(min): for example, set is as 2. Router check link live every 2 minutes.

® Used The Same Method:
If setit as YES, WAN1/WAN2/WAN3 use same check IP or domain name from ALL WAN

Check Method.
All WAN Check Method ping ip w | 220.181.111.168 110.11.233. 8

If set is as NO, users need set WAN1/WANZ2/WANS live check IP or domain name separately.

Used The Same Method HO -

WaN1 Check method ping ip « | google. com 118,113,114, 2
WAN2 Check method ping ip « | 163, com 222,113,114, 28
WAN3 Check method ping ip = | B8.8.8.8 112,113,114, 222

® All WAN Check Method: define the link live check IP or domain name.
How to use Link Backup feature? Here set an example as follows,
H685 WAN RJ45 connects to upper side router LAN RJ45.

Confirm the upper side router connects to internet, and its DHCP is working.
First, Set H685 work mode as default “Gateway mode”.
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open all | close all Operation Mode Configuration
You may configure the operation mode suitable for you environment.
= Link Backup ) Bridge:
- ] GPS All sthernet and wireless interfaces are bridged into a single bridge ir
-] SMS/Voice @ Gateway:
-] VRRP rETTer ethemnet port is treated as WAMN port. The other ethernet paorte
=] Internet Settings interface are bridged together and are treated as LAN ports.
=] WAN @) AP Client;
] LAN The wireless apcli interface is treated as WAN por, and the wireless
) DHCP clients ethernet ports are LAM ports.
1 | MPN Passthrough
-] Static Routing Ethernet wan port as wan in AP Client Mode:  [7]
~J Dynamic Routing NAT Enabled: Enable ~
,j Dynarmic Routing List
1 ] Qos TCP Timeout; 180
L] SNMP UDP Timeout: 180
= cell ICMP Check imeatt
<] Lo Interface
B VPN Apply | I Cancel

U ATET

Step 1) activate it. Tick “Active”

Step 2) click at “Back To Higher Primary When Possible”

Step 3) Choose the network priority.

A. Cellular as Low Priority, DHCP as High Priority
With this configuration, the router will work at DHCP mainly, and if DHCP is failed, it switches to
cellular automatically after some time. And it will automatically switch to DHCP when DHCP is
fixed.
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Operation Mode

Active

Back Tao Higher Primary When Possible

Link Priority Settings

WAN1: Cellular Wireless [Tl oFF ) High Priority © Middle Priority @ Low Priority
WANZ: Wifi DHCP Wireless OFF () High Priority @ Middle Priority ) Low Priarity
WAN3 :Wired DHCP  ~ [Tl OFF @ High Priority (& Middle Priority ) Low Priarity
Check Count 3 {1-20)

Check Interval Time(min) i'z | (1-60)

Used The Same Methiod ﬁs -

All WAN Check Method ping ip = |113.113.114.2 118.113.114. 2
B. Cellular as High Priority, DHCP as Low Priority

With this configuration, the router will work at cellular mainly, and if cellular is failed, it switches
to DHCP automatically after some time. And it will automatically switch to cellular when cellular
is fixed.

Operation Mode
Active |

'Back To Higher Primary When Possible |

Link Priority Settings

IWﬂN‘li Cellular Wireless | F1OFF @ High Priority © Middle Priority © Low Priority
\WANZ: Wifi DHCP Wireless OFF (@ High Priority | @ Middle Priority ) Low Priority
|WAN3; Wired DHCE - [C] OFF @ High Pricrity © Middle Priority @ Low Priority
Check Count 3 | (1-20)

Check Interval Time{min) 2 (1-60)

Used The Same Method TES -

All WAN Check Method ping ip v |_1"1'"8'._1' 13.11d.2 | |18 113.114.2

DHCP: here can be DHCP WiFi Client.
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Step 4) if Step 3 choose A, please set WAN as DHCP and click “Apply”

-+{ ] Operation Mode

L) DTy
-] Link Backup
) ‘GRS WAHN Connection Type: DHCP (Auto config) | -
-] sMs/\oice -
~{ ] VRRP
E-+—] Internet Settings EHosmame

] WAN [{optional) [

=) LAN MAC Clone

<] DHCP dients

-+ ] WPM Passthrough
-+ ] Static Routing Apply ] l Cancel ]
-] Dynamic Routing

- | Dwvnamic Routing List
[} QoS

Enabled | Disable ~

The H685 gets WAN IP and default gateway from the up-side router.

[Product Model 3G Router

|Software Version :é.d_.é-l;.ﬂ\ug 52[]17}
|Hardware Version ape:

|Device ID [280230312c080435
_.System Up-Time _.36 mins, 15 secs

'Operation Mode :Gateway r;1'0de

|signal Strength (27, (0-31)
|Attachment State [comAEVDO HYBRID
[Local IP Address [192.168.8.1

[Local Netmask [256.256.256.0

[MAC Address [oo:0c:a3:30:52:77
Connected Type i DHCP

[wAN IP Address [192.168.0.104
|Subnet Mask [255.256.255.0
|Default Gateway [192.168.01

:F'rimarf I-:lofnain.Name Sernver T 192.15-8.&1

jSecohdéry Domain Mame -Server
MAC Address |00:0C:43:30:32:12

If Step 3 choose B, set WAN as CELL NETWORK and click “Apply”, it will work on cellular first, and
switch to LAN RJ45 cable WAN or WiFi client mode if cellular network is failed.

Notes: for route fail over feature, please first make the main network and backup network both
work before activate the fail over feature.

3.3.11 GPS

Notes: GPS feature is for H685 router with GPS option only.

E-Lins Technology Co.,Limited
Tel: +86-755-29230581 E-mail: sales@e-lins.com sales@szelins.com www.szelins.com www.e-lins.com



/Tlm T L A PR
b E-Lins Technology Co.,Limited

H685 User Manual

GPS

GPS Settings

GPS Active ]

GPRMC Only Active | |

Prefix SN No. . =

Update Frequency(2~3600 5) 30

GPS Sendto TCRIP

Socket Type tcp -

Server 112.12.33.88]

Port 6000

Apply

® GPS Active: please check it once you need use GPS feature.
® GPRMC Only Active: if check it, only send GPRMC data info (Longitude Latitude altitude)
® Prefix SN No.: if check it, add the router SN to the data packet
® Update Frequency (2~3600s) : configure the frequency time of updated GPS data packet

sending
GPS Send to: Choose “Serial” or “TCP/IP” method. The router only receives the GPS signal,

will not process it. It will just send the received GPS signal to your GPS processor devices or
servers.

If the GPS processor device is connected to the H685 Router via Serial Port, please choose
“Serial”.

If the GPS processor device is a remote server, please choose “Serial”.

GPS to TCP/IP Settings
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GPS

GPS Settings

GPS Active.

GPRMC Only Active

Prefix SN No. ‘ [

Update Frequency(2~3600 s) 30

GPS Sendto TCPIP ~
Socket Type tcp -
Server 112.12.33.88]
Port 6000

® Sock type: tcp or udp

® Server: fill in the correct destination server IP or domain name
® Server port: fill in the correct destination server port

> GPS to Serial Settings

GPS Active
GPRMC Only Active &
Prefix SN No. [
Update Frequency(2~3600 s) 30
GPS Send to Serial -

GPS To Senal Settings

Serial Baudrate 115200 « nps
Serial Parity none -

Serial Databits 8 v pits
Serial Stopbits 1 = bits

Serial Flow Control none -

|N otes: DTU feature and 'GPS Send to Serial’ cannot use atthe same time.

@ serial baudrate: 9600/19200/38400/57600/115200bps for choice
E-Lins Technology Co.,Limited
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® serial parity: none/odd/even for choice

® serial databits: 7/8 for choice

® serial stopbits: 1/2 for choice

® serial flow control: none/hardware/software for choice

3.3.12 WiFi Wireless Settings

Notes: WiFi Feature is H685 with WiFi only

3.3.12.1 Basic Wireless Settings

Radio On/Of | RADIOOFF |

|

WiFi OnJOff [ wiFioFF |

Metwork Mode 11bfgin mixed mode -

Network Name(SSID) Cell_AP_120901D4  Higden [T] Isolated
Muttiple SSID1 Hidden [C] Isolated [C]
Muttiple S5ID2 Hidden Isolated [
Muttiple S5ID3 Hidden [[] Isolated [
Muttiple SSID4 Hidden Isolated [
Muttiple SSID5 Hidden [] Isolated [C]
Multiple 53106 Hidden [[] Isolated [C]
Multiple SSID7 | Higden [T] isolated [

Broadcast Network Name (S5ID) @ Enable © Disable

AP lsolation ) Enable ® Disable

MBSSID AP Isolation ) Enable @ Dizable

BSSD 08:66:01:00:04:A2

Frequency (Channel} 2412MHz (Channel 1)
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HT Physical Mode

Operating Mode @ Mixed Mode ) Green Field
Channel BandWidth © 20 @ 20040

.Guard Interval & Long ‘@ Auto

MCS | Auto -

| Reverse Direction Grant(RDG) ) Dizable ® Enable
Extension Channel 2432MHz (Channel 5) -
Space Time Block Coding(STBC) | ) Dizable @ Enable
Aggregation MSDU{A-MSDU) @ Dizable & Enable

Auto Block ACK ) Dizable ® Enable

Decline BA Reguest .. @ Dizable ) Enable

HT Disallow TEIP ) Dizable @ Enable
oterr
| HT TxStream 3 kg
|HT RxStream 1 -

| Apply | | Cancel

> Wireless Network

® Radio On/Off: If it indicates RADIO OFF, it means the radio is on. You can click RADIO OFF to
disable it. If it indicates RADIO ON, it means the radio is off. You can click RADIO ON to enable
it.

® WiFi On/Off: If it indicates WiFi OFF, it means the radio is on. You can click WiFi OFF to

disable it. If it indicates WiFi ON, it means the radio is off. You can click WiFi ON to enable it.

If WiFiis ON, the WiFi LED will be light on. If WiFi is OFF, the WiFi LED will be off.

Network Mode: 802.11b/g/n mode selection

Network Name(SSID): Input the SSID, Hidden & Isolated for option. If tick Hidden, the WiFi

SSID will not broadcast.

Multiple SSID1: H685 Router supports multiple SSID 8 groups totally.

Broadcast Network Name (SSID): Enable or Disable SSID broadcast.

BSSID: indicates the MAC of WiFi

Frequency (Channel): current working frequency and channel.

3.3.12.2 WiFi Advanced Settings
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Advanced Wireless

Beacon Interval 100 ms (range 20 - 999, default 100)
Data Beacon Rate (DTIM) ¥ ms (range 1 - 255, default 1)
Fragment Threshold 2346 (range 256 - 2346, default 2345)
RTS Threshold DT | (e 1o 2347, default 2247)
TH Power 100 (range 1 - 100, defautt 100)
Short Preamble @ Enable  Disable

Short Siot @ Enable ) Dizable

Tx Burst ® Enable © Disable

Pit_Aggregate @ Enable ) Dizable

[EEE 802.11H Support & Enable @ Disablefonty in & band)
Country Code Mone -

WM Capable @ Enable ) Disable

APSD Capable ) Enable @ Dizable

DLS Capable © Enable @ Disable

WK Parameters WM Configuration

3.3.12.3 Wireless Security/Encryption Settings

Select 551D

SSID choice Cell AP 12090104 -

“Cell AP 120901D4"

Security Mode Disable -
Access Policy

Policy Disable -

Add a station Mac:

® SSID choice: select the SSID you want to configure
® Security Mode: include Disable, OPENWEB, SHAREDWEB, WEBAUTO, WPA, WPA-PSK,

E-Lins Technology Co.,Limited
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WPA2, WPA2-PSK, wpa-psk/wpa2-psk, wpa1/wpa2, 802.1X.
® Access policy: setting the MAC list for access or deny.

Disable: close the Access Policy.

Allow: allow the assigned MAC enable to use WiFi

Reject: refuse the assigned MAC enable to use WiFi

3.3.12.4 WDS

Wireless Distribution System(WD5)

| WDS Mode Disable -

[ Appl}lr d | Cancel

Wireless Distribution System(WDS)

WDS Mode Disable -
= Dizable
Apply Lazy Mode cel
Bridge Mode
Fepeater Mode
3.3.12.5 WPS

WPS Config

|WP5: ibisatﬂe -
|
WPS: |Enable -

Apply

3.3.12.6 Station List

E-Lins Technology Co.,Limited
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Wireless Network
IMAC Address |\ id [PSM |MimoPS [MCS |BW |SGI |STBC

3.3.12.7 Statistics

Tran=mit Statistics

&
g
:

Tx Retry Count |0, PER=0.0%
T Fail after retry |0, PLR=0.0e+00
RTS Sucessfully Receive CTS o

RTS Fail To Receive CTS |0

Receive Statistics
Frames Received Successfully 42309
!mees Received With CRC Error | 358590, PER=48.5%

HSHR |n.fa, nia, nfa

[ Reset Counters ]

3.3.13 Firewall

3.3.13.1 MAC/IP/Port Filter Settings

Basic Settings

MAC/PPort Fittering Disable -

Default Policy — The packet that don't match with any rules would be: Ercl DEE d. -

[Apply] [ Reset ]
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A\

MACIIP!Port Filter Settings

:Snurca- MAC address

: Dest IP Address

Source [P Address

|Protocol NU”E i
|Dest Port Ran ge | .' l
%Suurce Port Range | r
;Actiun | Accept -

| Comme:nt

(The maximum rule count is 32.}

| Apply | | Reset |

Current MACTIP/Port fikering rules in system:

Source MAC Dest IP Source P

Mo 'F‘rutuculz D;&E't. F‘urt ;Ec-lun:e Port |, ction | Comment
‘| address Address Address Range Range i Cnt

Others w.uulu:l be drﬁpped IMEE:

This section is mainly about MAC/IP/Port filter settings
Basic Settings
MACI/IP/Port Filtering: Disable or Enable
Default Policy -- The packet that don't match with any rules would be: Dropped/Accepted

MACI/IP/Port Filter Settings

Source MAC address: Fill the MAC address which needs to filter.

Dest IP Address: IP of the target destination computer( the computer which the data packet will
be sent to)

Destination Port Range: port range of target computer

Source Port Range: port range of the computer which sends data

Action: choose Accept or Drop

Comment: input comment here

Current MAC/IP/Port filtering rules in system

It display the configured rules in this table.

3.3.13.2 Port Forwarding (Virtual Server Settings)(NAT/NAPT)

E-Lins Technology Co.,Limited
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Port Forwarding

Port Forwarding : Enable -

-I.F‘ Address I

-F'Cll't Range b ._

;:'rntncnl .i.TCF'&LJDF* =)

-Inte rface .. .WAN -

Comment 1

The maximum rule countis 32.)

Iﬁ'q:q]l},.r | I Reset]

Current Virtual Servers in system:

M. _ IP Address Fort Range Frotocol | Interface | Comment
1 B . 10.10.10.100:9000 11-11 TCP+UDP | WAN
[ Delete Selected ] [ Feset ]

Port forwarding is the process that your router or firewall uses to sort the right kind of
network data to the right port. Computers and routers use ports as a way to organize
network data. Different types of data, such as web sites, file downloads, and online games,
are each assigned a port number. By using port forwarding, the router or firewall sends the
correct data to the correct place.

Port Forwarding: Enable and disable the feature.

IP address: fill the IP address of forwarding. The first blank is for local IP address, the
second blank is for port.

Port Range: fill the External Port of forwarding.

Protocol: TCP&UDP, TCP only, UDP only for choice

Interface: Recommend to select “WAN”

Comment: fill in comment for the rules.

3.3.13.3 DMZ Host

E-Lins Technology Co.,Limited
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DMZ Settings

You may setup a De-miltarized Zone(DME) to separate internal network and Internet.

DMZ Settings

|DMZ Settings Disable -
DMZ IP Address '
|Except TCP port
| Apply | | Reset |
In computer networking, DMZ is a firewall configuration for securing local area

networks (LANS).

® DMZ Settings: open and close DMZ feature.
Disable: close DMZ feature
Enable: enable the DMZ feature for assigned IP
Enable Super DMZ: enable the DMZ feature for assigned MAC

® DMZ IP Address: Please Enter the IP address of the computer which you want to set
as DMZ host

® DMZ MAC Address: Please Enter the MAC address of the computer which you want
to set as DMZ host

® Except TCP port: disable or enable for TCP port

Note: When DMZ host is settled, the computer is completely exposed to the external
network; the firewall will not influence this host.

3.3.13.4 System Security
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Remote management

|Remute management (via WAN) | Allow -

Ping form VWAN Filter
|F'ingfnm1 WAN Filter | E}isahle ]

Block Port Scan

|Euuck port scan | Dgahle -

Block SYH Flood
|Blcvck SYN Flood | Disable ~

Stateful Packet Inspection (SPI)

|S=F-‘1 Firewall | Disable -

[ Apply ] [ Reset ]

Disable VWAN Telnet
|£_}'rsame WAN Telnet | Disable -

Disable YWAN SSH
|E}1"sah1& WAN S5H | Disable ~

[ Apply] [ Reset ]

Include Remote management, Ping from WAN Filter, Block Port Scan, Block SYN
Flood and SPI Firewall (Stateful Packet Inspection), Disable WAN Telnet and Disable
WAN SSH.

1) Remote management (via WAN)
Allow: allow users to visit H685/H820 router from remote side.
Deny: deny users to visit H685/H820 router from remote side.

2) Ping form WAN Filter
E-Lins Technology Co.,Limited
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Disable: disable users to ping H685/H820 router from remote side.
Enable: enable users to ping H685/H820 router from remote side.

3) Block Port Scan
Disable: disable block port scan
Enable: enable block port scan.

4) Block SYN Flood
Disable: disable block SYN flood.
Enable: enable block SYN flood.

5) Stateful Packet Inspection (SPI)
Disable: disable SPI.
Enable: enable SPI.

6) Disable WAN Telnet
Disable: users can remote Telnet H685/H820.
Enable: users cannot remote Telnet H685/H820.
7) Disable WAN SSH

Disable: users can remote SSH H685/H820.
Enable: users cannot remote SSH H685/H820.

3.3.13.5 Content Filter Settings

You can setup Content Fillter to restrict the improper content access, including Webs
Content Settings, URL filter and Host Filter.

> Proxyl/Javal/Activex Filter
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Content Filter Settings

You can setup Content Filter to restrict the improper content access.

Webs Content Filter

|]-_J1TE1’S.' | [ Proxy [ Java [0 ActiveX

[ Apply ] [ Reset ]

Support Proxy, Java, ActiveX filter.
> Web URL Filter

Webs URL Filter Settings

Add a URL filter:

URL: ‘

INo |URL
[ Delete ] [ Reset]

Fill in the URL for filter.

> Web Host Filter

E-Lins Technology Co.,Limited
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Webs Host Filter Settings

Add a Host{keyword) Filter:

‘Keywurd

Current Website Host Filters:

i [ | Host{Keyword)
[ Delete ] [ Reset]

3.3.14 Administration

3.3.14.1 Management

> Language Settings

Language Settings

i Select Language ” -English_v ‘

Select Web display language. Default is English. Can OEM other languages.

> Administrator Settings

Adminstrator Settings

Account |pptp_user

Fassward ||||||||||||||

Select Web display language. Default is English. Can OEM other languages.

> WatchDog

WatchDog @ Enable © Disable

> Web Management Port Settings

Web Management Port Settings

TCP Port ‘ 30 EEE

Mote |Rehnntautnmatically aonce click apply

E-Lins Technology Co.,Limited
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Default port is 80, sometimes if the carrier/ISP block 80 port for remote incoming, can try to modify
it to port 10000.

> NTP Settings

Current Time Sat Jan 100:27-27 UTC 2000 |  Syne with host |
Time Zone: (GMT-11:00) Midway Island, Samoa -
| MTP Server ex: time.nist.gov

ntp0.broad. mit.edu
time.stdtime. gov.tw

:NTF-‘ synchronizationthours)

> DDNS Settings

:.Dynamic DS Provider Mone -
E-Acccrunt I pptp LuSe
:-F'asswurd _:ie¢¢4444444444
..DDNS
[ Apply ] ’ Cancel ]

® Dynamic DNS Provider: choose the right DNS server provider. Supported server list.

Dyndns.org
freedns afraid.org
www zoneedit.com
WWw._no-ip.com
www. 3322 org
www._ez-ip.net
www_justlinux_com
www.dhs org
www.ods. org
gnudip.cheapnet_net
www.dyn_ca
www.tzo.com
www._easydns.com
www. dyns.cx
www_hn.org

® Account: fill in account info.
® Password: fill in password info.

® DDNS: fill in DDNS info.
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Example:

DDHS Settings

Dynamic DNS Provider Dyndns.org -
Account szelins

FPassword TTTIITIIIT]

DOMS szelins.dyndns.org

[ Apply ] [ Cancel

3.3.14.1.1 Router web port

Web Management Port Settings

TCP Port ‘_B[] N B

Maote |Rehnntautnmatically ance click apply

Please input the web port of the router. Normally we use 80 or 10000.
Please re-power the router after changing the port number.

3.3.14.1.2 Language, password and NTP settings

Language Settings

| Select Language | -English -
Adminstrator Settings

Account |pptp_user

Fassward I-------------
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NTP Settings

| et
‘Gurrent Time Sat Jan 100-27-27 UTC 2000 | Syne with host |
Time Zone: [GM_'I:—TTUU}_I";'h;iway Island, Samoa -
MNTP Server ex time.nist.gov

ntp0.broad. mit.edu

time.stdtime. gov.tw
[
i MTP synchronization(hours)

® Select Language
® Administrator Settings. The default both are admin.
® NTP Settings

3.3.14.1.3 DDNS settings

DDNS Settings

Dynamic DNS Provider Mone -

Account |_~3._a:.1_:g._|_|3.;-r

Passward |-------------

DDNS I B B i
[ Apply ] [ Cancel ]

® Dynamic DNS Provider: choose the right DNS server provider. Supported server list.

DCyndns.org
freedns_afraid.org

www_zoneedit.com

WWW_NO-ip.Ccom
www. 3322 org
www_ez-ip.net

www_justlinux.com

www.dhs. org
www.ods. org

gnudip.cheapnet.net

www . dyn.ca
www tzo.com

www_easydns.com

www. dyns.cx
www_hn.org
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® Account: fill in account info.
® Password: fill in password info.
® DDNS: fill in DDNS info.

Example:

DDNS Settings

Dynamic DNS Provider : Dyndns.org ¥

| Account | szelins

| Password .llllllllllll

|DDNS szelins.dyndns.org
Apply ] | Cancel

3.3.14.2 Upload Firmware (Upgrade Firmware)

éLucatinn: |

Upgrade the firmware to obtain new functionality. It takes about 2~5 minutes. Choose
the correct firmware file, then click “Apply” button.

Notes:

1. Highly recommend to “Load Default” the H685 Router after upload the firmware.
“Load Default” will cause all the settings lost. Please backup/export the settings
before “Load Default”. Or re-configure the H685 after “Load Default”

2. Clear the IE web browser history after upgrading the firmware. The reboot the |E
web browser and the router.

For some version of firmware, it requires uploading bootloader also. Please operate at
the following picture. But most of time it no need do this step unless E-Lins guide or
inform you to upload bootloader.
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3.3.14.3 Settings Management

Export Settings

| Export Bution I [ Export ]

| Settings file location I
[ Import ] [ Cancel ]

Load Factory Defaults

'Load Default Button [ Load Default ]

Here you can make a backup of current settings or restore previous settings of the

router .

® Export settings: click ‘export’ to export configuration files and then select save
path.

® Import settings: click ‘browse’, select previous backup configuration files and then

click ‘Import’. Then all the previous settings will be recovered.

Load Factory Defaults: click ‘Load Default’ then all settings will be restored to
factory settings. This is not recommended in order to avoid the loss of important
parameter

3.3.14.4 System Command

Input related command at command area. Click “Apply” button to execute. Then click “Refresh”
button. The blank area will display infos.
Right now this feature support “ping” and “traceroute” command.
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System command
Command: || traceroute www.szelins.com I

Stepl: input the command

Step2: click this button
Step3: click this button
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i Command: |

4 I

[hpply] [ Refresh l

3.3.14.5 System Log

> Remote System Log Settings

traceroute Lo WWW.=szelins.com (184.82.232.220), 30 hops max, 38 =

1 113.112.0.1 (1132.112.0.1) 9S93.015 m=s ©6.735 ms 45.865 m=s

2 115.169.17.102 (115.169.17.102) ®5.785 ms 54.733 m= &H6.82
3 118.84.191.113 (118.84.191.113) 48.85c6 m=s 7T74.773 ms &7.86
4 118.84.191.114 (118.84.191.3114}) 41.818 ms 218.770 m= &6.8
5 202.97.34.1149 (202.97.34.114) 51.817 m= ®H7.687 ms <45.853
& 202.97.34.78 (202.97.34.78) 47.817T m=s 81.727 ms 46.859 m=
7 202.897.58.214 (202.57.58.214) 209.856 ms 212.742 ms 240.8
8 202.97.90.6 (202.57.90.6) 225.864 ms 241.708 ms 215.877 m
4 * ges5-15.br0l.lax05.pcocwbtn.net (63.218.73.33) 214.85]1 m=s
10 burstnet.tengelli-1.br0l.lax0S.pccwbtn.net (63.218.42.102) 2
11 ecO-64.1a0301.lacalZ.hostnoc.net (64.120.243.58) 232 .853 m=
12 wv=erver3002.lacall . hostnoc.net (184.82.225.18) 198.836 m=s
13 246801 .chadeoliveirapuro.com (184.82.232.220) 211 .818 m= 2

H685 Router support export the sys log into remote server.

Remote System Log Settings

ERemnte System Log Active i

iSEf‘u‘Ef

i 192.168.5.100

It requires sys log server tool.

:L.IDF':"5;1.-";

Download link: http://www. szelins.com/download/tool/SyslogWatcherSetup-4.2.0-win32_1.rar
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> Local System Log

System Log

Jan 1 00:00:16 syalogd started: BusyBox vl.12.1 £
Jan 1 00:00:16 kernel: fuse init (API wersion 7.8)

Jan 1 00:00:16 kernel: io scheduler noop registered (default) 3
Jan 1 00:00:16& kernel: Ralink gpio driwver initialized 7
Jan 1 00:00:16 kernel: jledrv _major = 218

Jan 1 00:00:16 kernel: HDLC line discipline: wersion £Rewvision: 1.1.1.1
Jan 1 00:00:16 kernel: N HDLC line discipline registered.

Jan 1 00:00:16 kernel: Ralink APSol Hardware Wetchdog Timer

Jan 1 00:00:16 kernel: SoftDog: cannot register miscdev on minor=130 (e
Jan 1 00:00:16 kernel: Serial: 8250/16550 driwver SRewvision: 1.8 & 2 por
Jan 1 00:00:16 kernel: =serialf250: tty30 at IS0 Oxb0O0O0OS00 ({irg = 37) i
Jan 1 00:00:16 kernel: serialB250: tty51 at I/0 Oxb0000c00 (irg = 12} i
Jann 1 00:00:16 kernel: RBAMDISK driwver initiali

Jan 1 00:00:16 kernel: zed: 1& BRAM disks of 16384K size 1024 blockaize
Jan 1 00:00:16 kernel: loop: loaded (max 8 devices)

Jan 1 00:00:16 kernel: rdm major = 2353

Jan 1 00:00:16é kernel: Ralink APSocl Ethernet Driwer Initilization. v2.l
Jan 1 00:00:16 kernel: MAC AD —— @ 0x00000864

Jan 1 00:00:16 kernel: MAC ADRL. —— : 0x010007cl

Jan 1 00:00:16 kernel: PROC INIT OK!

Jan 1 00:00:16 kernel: IMQ astarting with 2 dewvices...

Jaen 1 00:00:16 kernel: IMQ driver loaded successafully.

Jan 1 00:00:16 kernel: Hooking IMQ before NAT on PREROUTING.

Jan 1 00:00:16 kernel: Hooking IMQ after NAT on POSTROUTING.

Jan 1 00:00:16 kernel: PPP generic driver wersion 2.4.2

Jan 1 00:00:16 kernel: PPP BSD Compression module regiatered

Tam 1 AfA=AfA*1E Larnals WEFT: Do~dotoroad moentroacnTl Fzmed T 94

3.3.14.6 Statistics

Memory

‘Memory total: 60684 kB
Memory left 31960 kB
\WAN Rx packets: 0

\WAN Rx bytes: 0

iWAN Tx packets: |E

'WAN Tx bytes: 492
LAN Rx packets: 6092
LAN Rx btes: 400006
LAN Tx packets: 6120
LAN Tx bytes: 11107041
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Display the statistics information of system flow.

3.3.14.7 Reboot

E-Lins Technology Co.,Limited
Tel: +86-755-29230581 E-mail: sales@e-lins.com sales@szelins.com www.szelins.com www.e-lins.com



m Bk B o S A PR S
&‘/ E-Lins Technology Co.,Limited

H685 User Manual

ElvEI Administration
Management

Upload Firmware
Settings Management
System Command
System Log

Statistics

Reboot

[

Question: Why to use Reboot Feature?

Answer: Router is similar a computer, whose performance depends on hardware and software.
The Router’s performance becomes weaker after very long time working. With reboot, it will
refresh the performance.

Question: Is necessary to use the Reboot Feature?

Answer: Not really. Our router has high reliable and stable performance. It not requires using
reboot feature compulsively. However, Reboot Feature will double ensure the router to be more
stable and reliable.

H685 Router support three types of Reboot Feature.

> Reboot AT Time Settings

Reboot At Time Settings

Reboot At Time
Time(h:m:s) o3 - o1 - 01
Maote Please start NTF in Management First!

Users can define the exact time to reboot for everyday.

> Reboot AT Time Settings

Reboot Timer Settings
Reboot When Timeout
Timer(min) 86400

Users can set timer to reboot.

> Reboot AT Time Settings

Reboot System
Reboot Mow

Manually click “Reboot” button to reboot immediately.
E-Lins Technology Co.,Limited
Tel: +86-755-29230581 E-mail: sales@e-lins.com sales@szelins.com www.szelins.com www.e-lins.com



. -Lil’ls JEQE Wl S R o S R |
&/ E-Lins Technology Co.,Limited

H685 User Manual

3.3.14.8 Status

¢ Router

] Operation Mode
~{ ] Link Backup
] SMS/Vaice
1.:] VRRP

System Info

Series |H820

SN |086412100296
Software Version 2.2.13 (0ct 20 2012)
|Ha.rdware‘i’e¢sian |1.U.D

| System Up Time | 1:41

|£.‘rpa{ati'un Mode | Gateway Mode

Cell Modem | HUAWEI-EMB20W
IMEVESN |355858040246813
|'Sﬁm81:afu.s |SIM ready
Selected Network |AUTO

|Registe1'ed Metwark | Registered on Home network: "46001% 2
Sub Network Type lWCDMA

|Sim"lal | 12 Ta

Cell Status uP
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Internet Configurations

HCunneded Type |GELL

\WAN IP Address 172.17.194.232
‘SubnetMask | 255.255.256.255
|Default Gateway |10.64.64.64
\Primary Domain Name Server |21U.21.1QE.E
iSemndar].r Domain Mame Server |221 5.88.88

\MAC Address |08:66:01:00:07:C0
\Local IP Address 1192.168.8.1
Local Netmask |255.255.255.0
\MAC Address |08:66:01:00:07:C1

IPSEC Status
!Name |Siatus
PPTP Status
PPTP | down
L2TP Status
L2TP | down

From this page you can see the Router’s basic running state.

> Ethernet Port Status

Ethernet Port Status

M

LAMT LANZ LAM3 LAMN4  WAN

\4

System Info

Product Model: indicates the model name

SN: indicates the product SN

Software Version: software version reveals the status of software update.
Hardware Version: indicates the hardware version

System Up Time: this time directly reveals router working hours
Operation Mode: indicates the router working mode

\4

Cell Network Info

E-Lins Technology Co.,Limited
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® Cell Modem: indicates inside cellular module modem name
® |[MEI/ESN: indicates IMEI or ESN info of inside cellular module modem
® Sim Status: indicates sim card status
® Selected Network: indicates the selected working network
|

<] GPS WAHN Connection Type: Cell Metwark -
] sMs/Voice
) vRRP \
- Internet Settings E Cell Modem HUAWEI-EMB20W ~
[m | Modem Descriptian HUAWEI WCDOMA 3G modem

- ] LAN | gl ;

-} DHCP dlients Metwork Type AUTO -

----- L] ¥PN Passthrough

----- { ] Static Routing Hov Mods Keep Alive  ~

""" j Dynamic Routing Parameter Groups | WCDMA hd

Dwynamic Routing List

..... ) Qos - [ Advance Parameter Groups |
..... |_1 SHNMP -2 . =
('} Cell 1CMP Check | Advance Cell Options |

T R L

Registered Network: indicates the current working network carrier 1D

Sub Network Type: indicates the current working network type

Signal: reveals the current network state of 2G/3G. 0 and 99 mean no signal.
Cell state: indicates the cellular is online or offline

> Internet Configurations

® Connected Type: indicates the selected WAN type.

f Router ‘ You may choose different connection type suitable for your environment. Besides, yo
-] Status | configure parameters according to the selected connection type.
- ] Operation Mode
~{ ] DTU
----- { ] Link Backup
o )oehs VAN Connection Type: Cell Metwaork -
-1 ) SMS/Voice
il = ettings | Cell Modem HUAWEI-EMB20W ~
T ' Modem Description HUAWEI WCDMA 3G modem
----- [ ] DHCP dlients | ‘ |Metwork Type AUTO -

WPN IP address: the IP expose when the router gets on internet.

Primary Domain Name Server: indicates the primary DNS of set or from ISP.
Secondary Domain Name Server: indicates the secondary DNS of set or from ISP.
MAC Address: indicates the WAN MAC address

> Local Network
® Local IP address: the H685 Router LAN IP
® MAC Address: the LAN MAC address

> VPN Status

E-Lins Technology Co.,Limited
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® |PSEC Status: indicates IPSEC status info
® PPTP Status: indicates PPTP status info
® L2TP Status: indicates L2TP status info

3.3.15 SNMP (For version with SNMP only)

Notes: SNMP feature is for H685 Router with SNMP option only.

Soft tool download link:

http://www. szelins.com/download/tool/SNMP-JManager-v1.0.rar

H685 router web page — Internet Settings — SNMP
Fill in related parameters in the screen like follows,

open all | close all

.J Cell Router

-5 Internet Settings

it |SNMP Active
""" L) LAN |Contact Info
-] DHCP clients - :

) VPN Passthrough Location

-] VPN f

‘.J OTU |User

=] SM5/Voice Command ||, .41 an
Route Fail Over L

..... [} SNMP Writable

E-{] Wireless Settings 3
B+ Firewall e

E-{"] Administration

Writable
féecuriw Mode
|Authentication
|Encryption

.Authenticatinn Password

Encrypticn Password

SNMP Active: tick it to active SNMP feature.
Contact Info: set the contact info here
Location: set router’s installation address.

E-Lins Technology Co.,Limited

----- [ Operation Mode SHMP Settings
¥

Jazon

E-Lins

] Advanced Routing SNMP V1 and V2c Settings

public

0. 0. 0. 0/0
il
-] GPS SNMP V'3 Settings

jazon

[+
7 Mone © Authorized @ Private
@ MD5 ) SHA

@ DES () AES
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User: set public name
Host/Lan: set the network range to visit the router via SNMP, default we set all as 0.0.0.0./0
Writable: tick it to enable it.
Security Mode: choose the correct one, only for SNMP V3 version.
Authentication: choose the correct one, only for SNMP V3 version.
Encryption: choose the correct one, only for SNMP V3 version.
Authentication Password: fill in the right one.
Encryption Password: fill in the right one.
Click “Apply” button and reboot the router.

Here list the most important OID:
1.3.6.1.4.1.2021.255.4.1.2.9.103.101.116.95.109.111.100.101.109.1
(read module modem model)
1.3.6.1.4.1.2021.255.4.1.2.10.103.101.116.95.117.112.116.105.109.101.1
(system running time)
1.3.6.1.4.1.2021.255.4.1.2.12.103.101.116.95.109.101.109.95.102.114.101.101.1
(memory capacity)
1.3.6.1.4.1.2021.255.4.1.2.15.103.101.116.95.99.101.108.108.95.115.116.97.116.117.115.1 (3G network
status)
1.3.6.1.4.1.2021.255.4.1.2.15.103.101.116.95.108.50.116.112.95.115.116.97.116.117.115.1  (pptp status)
1.3.6.1.4.1.2021.255.4.1.2.15.103.101.116.95.112.112.116.112.95.115.116.97.116.117.115.1 (12tp status)

List client side’s picture as follows,

Y SHEP JNanager 1.0

File Help Idioma /Language — =

g RFC1213-MIB [(SNMPv1 | SHMPv2c | SNMPV3 |

Action Selected  |Connexion Options [+

Connexion Options

Agent IP Address [113114115 124

Port Number [181 |

Show Communities [no [~]

Read Community [Emr |

Write Community [ |

Retries [2 |

TimeOut {ms) [1500 |
| Apply Changes

E-Lins Technology Co.,Limited
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£ SHEP JEanager 1.0 =]
File Help Idioma /| Language — BE

88 mrcizime
ol

Action Selected  [Walk I=l
Walk
Limit th aquarntity of vaciables cotiioved——Hn__w | Quanting o Limit
AT o 1,419,202 75540 29102101 11695109111, 100,107 1081 W.;i\:’:,
o -
— [

Fill in router’ s 0ID to read

related parameters

3.3.16 Convert the WAN RJ45 port to LAN RJ45 port

Notes: with this settings, the H820 router has no WAN RJ45 port, just 5 LAN RJ45 ports.

openall | close all Operation Mode Configuration
4 Router You may configure the operation mode suitable for you environment.
o Status
=] pTU
L] Link Backup () Bridge:
.J GP3 All ethernet and wireless interfaces are bridged into a single bridge interface.
""" L) SMS/Voice @ Gateway:
=] VRRP The first ethernet port is treated as WaAN port. The other ethernet ports and the wireless
Fl-{ ] Internet Settings interface are bridged together and are treated as LAN ports.
B { ] VPN ) AP Client:
B WIFL The wireless apcli interface is treated as WAN pert, and the wireless ap interface and the
H4 ] Firewall ethernet ports are LAN pors.
Bl Administration

Ethernet wan port as wan in AP Client Mode: &
Ethernetwan port as lan in Cell Gateway Mode:  [7] I
MNAT Enabled: Enable -
TCP Timeout: 180
UDP Timeout 180
[ Apply ] [ Cancel I

Check the “Ethernet WAN Port as lan in Cell Gateway Mode:”, click the “Apply” button, the WAN RJ45 will switch
into LAN RJ45. Please re-boot the router. The router will display the status as follows,

E-Lins Technology Co.,Limited
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Ethernet Port Status

OO |

LANT LAN2 LAN3 LANA  LANS

Access Point Status WAN R45 into LAN RT45

3.3.17 Connect Modem

With this feature, the devices connected to H685 serial port can send at command. But can
not transmit the data.

Notes:

1) this feature is for H685 with DTU option only.

2) this feature cannot be used same time with “DTU” feature. Please disable the “DTU”
feature if use “Connect Modem” feature. Please disable the “Connect Modem?” feature if use
“‘DTU” feature.

3) if enable this feature, the Status info may not be updated.

openall | close al Connect Modem
*} Router
ﬂ Status
L) Operation Mode Connect Modem Settings
=) e
Y Link Backup ICUnnec’[ Modem Active = I
‘—‘I s Connect Mode Serial -
-] 8MS/Vaice
{1 VRRP Modem to Serial Settings
| -L) Connect Modem | serial baudrate 115200 = pps
-] Internet Settings 4
F{] VBN serial parity none -
[]"1_—1 WIFI serial databits . 8 « pits
F-{_J Firewall
-] Administration serial databits 1 = hits
Serial Flow Control none hd

Motes: the features (Serial DTU, Web (5e|| Status, M3, GPS send to Serial) and Connnect Modem
[feature cannot be used atthe same fime.

® Connnect Modem Active: enable “Connect Modem” feature
® Connect Mode: Serial only

E-Lins Technology Co.,Limited
Tel: +86-755-29230581 E-mail: sales@e-lins.com sales@szelins.com www.szelins.com www.e-lins.com



/—'m Bk B o S A PR S
) *_~ E-Lins Technology Co.,Limited

H685 User Manual

Modem to Serial Settings

® serial baudrate: support 9600/19200/38400/57600/115200bps
® serial parity: support none/odd/even

@ serial databits: support 7 bits and 8 bits

@ serial stopbit: support 1 bits and 2 bits

® Serial Flow Control: support none/hardware/software

3.4 DIO

This DIO feature only supports output signal to connected devices. Not support input from
external devices. This DIO feature must be used with E-Lins DIO control board.

3.4.1 DIO Hardware Connection

There are two types to provide power for the DIO control board.

Connection Type 1
Pin
VCC Connect H685 VCC
GND Connect H685 GND
DIO Connect H685 DIOO or 1
GND NOT Connect
+12V IN NOT Connect
12V CO RO Connect devices/relay one side
12V CO LO Connect devices/relay the other side
12V CO R1 Connect devices/relay one side
12V CO L1 Connect devices/relay the other side
GND NOT Connect
Connection Type 2
Pin
VCC Not Connect
GND Not Connect
DIO Connect H685 DIOO or 1
GND Connect 12V ground
+12V IN Connect 12V positive
12V CO RO Connect devices/relay one side
12V CO LO Connect devices/relay the other side

Tel: +86-755-29230581 E-mail: sales@e-lins.com
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12V CO R1 Connect devices/relay one side
12V CO L1 Connect devices/relay the other side
GND NOT Connect

Notes:

1) 12V CO RO + 12V CO LO is the reverse to 12V CO R1 + 12V CO L1, please do not connect 0

and 1 at the same time.
2) Default, connect your devices/relay to 12V CO RO + 12V CO LO; if your devices/relay is reverse

type, connect 12V CO R1 + 12V CO L1;

Examples,

E-Lins Technology Co.,Limited
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3.4.2 DIO Software Configuration

YRS all | bI_UbCI‘

T | SMS/Voice Settings
a

'j Router . =
L.J SE b MeszageVoice status | On
~|] Operation Mode T
{3 o

|- Link Backup
GES e, ——————— .. -
i 15682106693 | @l sus O vore
[ aamn

|Fix Error For Some Network

telephone number

-} Connect Modem
03 sus

i O sws O voice

humber 2 |-

=]+ Metworle Settings | L] .%L.QFEJ.

WLarAR

ENS Command
Send ack SMS | On M
- : -
Reboot Router Command lreboot
Get Cell Status Command ;CE‘]. ]_ status |
——— ot |
Call link-up Command leellup
Cell ink-down Command lc=]lldown
DIO_0:Set Command dic0l
DO _0 Reset Command d1 a0
DI0_1 Set Command ldicll
DIO_1 Beset Command Il dioll ;
!_ 1
DD Status Command ldiastatus |
|EniDBe4IS03i3iA] Fan 4 O0:02: 00 pppdi2sid] o Using dintexface pppd
sn[0964I5031314] Jan 1 00:02:-00 pppdlf2514]: Connact: pppl <—3 SdevittrUSHO
Ent0B6415031314] Fan 1 00702:01 pppd[2514]: CHAP muthentication succesded
snl0B641503i51a] J 1 000201 pppdf2aid] ;. CHAP suthenticstion succeeded
sn[08EL1503131AT Jan -1 00-02:07 pppdlZ5id]: Could not determine Temote. IP address: defaniting +o 10 64 64 64
El086£15021314] Jan 1 00:02-07 pppdiZ25id]: Yocal IP sddress i0. 230 173 229
snl0aa4i503i3141 Fan 1 D0-02:057 pppdl3Sid]: remote IF eddrese 105464 64
sn[0BE4i30213147 Tan 1 00:02:07 pppd[Z514]: primary DNS address 2100 217196.€
en[086415051344] Fen 1 00:02:07 pppdl25i4]: sccondary DNS address 221.5.88.83
sn[086415031314] Jan -1 00:08-04 SMS CMDI6ET2]: start mse omd!
sEnf086415031514] Fan 1 O0-03713 oS cMDIGTZ] - dinitislize Cell module succesd?
enl0BE415031314] Jan 1 00:04-50 -5M5 cMD[672]: Teopeiwved index=0 meg (diofi) from [18682196692] !
sn[08641503131AT Jan 1 O00-04-50 SMS CMDIGT2]: do commsnd (dio 0-set) from (iBRB2196693F !
El086415021314] Jan 1 00:06:37 SMS CWDI672]: Teceived index=0 msg (diodQ) from (1BEB2i96632) !
enl08A41503:314] Fan 1 O0:06:37 SMS CMD[6T2]: do comwand {dic O reset) from {18682196632) !
snl08A415031314] Tan 1 O0:07-29 SMS CMDIG72]: received index={ mse (diocstetus) from (18682196693 !
en{08641503131A] Fen 1 00:07:-29 5MS cM¥D[672]: do commond {dic status) frem {1B6B2196693) 1
|

Notes: the set phone number MUST be same as indicated in the Sys Log. If not the same,

E-Lins Technology Co.,Limited
Tel: +86-755-29230581 E-mail: sales@e-lins.com sales@szelins.com www.szelins.com www.e-lins.com



/Tlm T L A PR
b E-Lins Technology Co.,Limited

H685 User Manual

please make the same. Refer to manual at Chapter 3.3.9.1 or FAQ from E-Lins websites.

Test Feedback

Command from Phone to
H685 Router

Replied from H685 Router to
Phone

Response of DIO control board

dio01 dio_0 set succeed! LED1 on, LED2 on, there is a ticking
sound

dio00 dio_0 reset succeed! LED1 on, LED2 off, there is a ticking
sound

diostatus dio_status:dio_0:0 dio_1:0 LED1 on, LED2 off, there is a ticking

sound

4 FAQ

4.1 Open Device Error

[Signal Strength

|open device error!

With this error, most of time the module inside the router is loosen. Please try to fasten it. Sometimes the module
is failed; contact E-Lins for support.

4.2 Read Error

.Signai Strenath

.Aﬂachment State

read error!

..Autumatic search

Tel: +86-755-29230581 E-mail
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With this error, it indicates the sim card is not well touched with sim card slot. Try to check the sim card is right
put. Try to scrap the sim card slot and make it clean.

4.3 Signal Strength has right number, but cannot dialup

Signal Strength 16, (0-31)
Attachment State Automatic search

Try to check the WAN port setting is correct.

4.4 Signal Strength shows 99

Signal Strength 16, (0-31)
Attachment State Automatic search

Here it shows 16, it means signal is okay. If shows 99, try to check the sim card is has enough balance. Or if the
data business is supported.
4.5 The router cannot be remote web visited

1) Default the router’'s web port is 80. Some network ISP block the 80 of incoming. So confirm with your ISP
which port can be visited. Or you can change other port to try, such as port 10000. Refer to chapter 3.3.14.1.1
Router web port to operate.

2) Check if the router’'s WAN IP can be ping through via the PC.

4.6 Signal shows 99 but still can connect to internet and get WAN IP

Our router built-in different types of modem inside, some modem cost this. But will not affect the use.

E-Lins Technology Co.,Limited
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4.7 Router shows sim card and network info, but cannot connect to

internet

Check the sim card is with balance or limited service by the ISP.

4.8 DDNS not working

1) Please confirm the DDNS configuration is correct.

2) Check if the router is online and get IP, and can visit internet.

3) Check if the WAN IP from sim card (shows in the status page once the router is online) is a public IP or privacy
IP, privacy IP will make DDNS no work.

4.9 Cannot Connect Router via RJ45 LAN

1) Please check if Ethernet cable is correctly connected.
2) Double check PC network card IP is correct configured. Please refer to Chapter 3.2
3) Try to disable the PC network card, and re-enable it.

Status
Repair

Create Shartout

Bridga Connedtions
Create Shortcut Rename

Properties
Renaims

Propertiss

4) Reset the H685 router. Power on router, keep press “RST” button until 12 seconds, and then release it. H685
router will automatically load default.

4.10 Cannot Connect H685 WiFi

1) Double check if the device’s WiFi switch is on.

2) Double check if the H685 WiFi is on.

3) Double check Device’s wireless network card IP is correct configured. Please refer to Chapter 3.2
4) Try to disable the Device’s network card, and re-enable it.

E-Lins Technology Co.,Limited
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acal Area Connection

Status
Repair

Bridga Connedtions

Create Shortouk

Create Shortout Rename
it Properties

Rename

Properties

5) Reset the H685 router. Power on router, keep press “RST” button until 12 seconds, and then release it. H685
router will automatically load default.

4.11 Can Connect H685 WiFi via Manual IP but cannot via DHCP

1) Try to disable the Device’s network card, and re-enable it.

acal rea Connection

) Create Shortouk
Bridga Connedtions

Creabe Shortout Rename

; Properties
Renaime
Propertiss

2) Reset the H685 router. Power on router, keep press “RST” button until 12 seconds, and then release it. H685
router will automatically load default.

4.12 Cannot get Cell WAN IP

H685 Router get cellular WAN IP once it’s online.

E-Lins Technology Co.,Limited
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|Connected Type CELLE

\WAN IP Address 110.193.205.114]
|Subnet Mask -'255.255.255.255
Default Gateway 10.64.64.64
Primary Domain Mame Senver .'210.21.195.5
Secondary Domain Mame Senver 221533.88

MAC Address 08:66:01:00:04:A0

If not get the WAN IP, the problem maybe:

Item. | May caused by Solution

1 Cellular WAN port is not right configured | Refer to Chapter 3.3.3.1 Cellular WAN
configuration to solve it.

2 SIM card has problem for data business | Check the sim card with the ISP or network

or no balance provider or sim card provider.

Try another working sim card.

3 No network signal Move the router to another site to check.

4 VPN configuration is wrong You may configure the VPN in wrong way.
Please check the WAN port configuration.

5 Cellular network problem Sometimes cellular network may get problem or

unstable. Try to move to another site to test. Or
try to test with another ISP/Carrier SIM card

6 Module modem is defeated Send back the unit to factory for repair

4.13 Can not power on

Solution:

1. Check if the power adapter connector is loose from the router.

2. Try to replace a power adapter. H685 series router uses 9V1A or 9V2A or 12V1A or 12V1A or 12V2A power
adapter with 2.5mm connector

3. Router hardware defeated. Send back to factory for check or repair.

4.14 Sys log shows “connect script failed”

Problem maybe:

Item. | May caused by Solution
1 A. sim card no data business, or A. Check sim card data business and balance.
problem; B. Get balance available

E-Lins Technology Co.,Limited
Tel: +86-755-29230581 E-mail: sales@e-lins.com sales@szelins.com www.szelins.com www.e-lins.com



/“—'m B AR BT AR PR
b E-Lins Technology Co.,Limited

H685 User Manual

B. sim card balance no available;
2. WAN APN parameter is wrong Check APN parameter of WAN port, then make
it correct and try
3 Network unstable problem Try later, or move to other network to try.
4 Module modem inside router setting | Tell the module modem type (marked at the
wrong by uncertain operation back cover of router) to technical support for
help.
5 Module modem inside router only | Need contact sales for replacement or repair
support 2G or 3G only

4.15 H685 Router is online, but cannot visit website.

Problem maybe:

Item. | May caused by Solution

1 DNS problem Check the DNS server of H685 is correct. The
DNS is from the ISP once H685 is online.
Sometimes the ISP not give the right DNS
server IP, you can try to set correct DNS
manually at your PC or Device network card.

2. SIM card business problem Check APN parameter of WAN port, then make
it correct and try. Double confirm with the
ISP/Carrier if the sim card info is 100% correct.
Try to change another sim card to try.

3 Signal is too weak Too weak signal may cause all the DNS
resolution fails. Try to get better signal.

4 Network is too bad Contact ISP/Carrier to get better network

4.16 Port forwarding not working

Question: | configure the port forwarding feature correctly, but still no work.

Answer: first, please check the port if block by your ISP/Carrier, because some ISP/Carrier block some ports for
security reason.

For example, the H685m gets WAN IP 27.38.14.223. And the H685’s web port is 80. So from the other network,
try to visit http:// 27.38.14.223:80 if can be okay. If no okay, it means the ISP/Carrier blocks the 10000 port. Then
check with your ISP/Carrier which ports are open for use. Then re-try the port forwarding feature.
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4.17 Serial DTU point-to-point solution not working

Problem: Take two H685. Both support Serial to cellular gateway feature (DTU feature). Configure one as client,
the other as server. But no work.

Answer: First, we confirm that the H685 both are online, and the server’s IP is public IP that can be ping through
from other networks.

Second, we confirm both H685’s DTU feature (Serial to Cellular Feature) are working. We test an example as
follows,

H685 DTU with vodafone SIM as client (in Germany)--- China Telecom as server (In China): working
H685 DTU with vodafone SIM as server (in Germany)--- China Telecom as client (In China): working
H685 DTU with vodafone SIM as client (in Germany)---- H685 DTU with Vodafone SIM as server (in
Germany) : no working

This indicates the two Vodafone SIM cards cannot communicates each other. The Vodafone ISP limit the two
internal’s SIM card’s communication.

You have two ways to solve the problem.

1) Get another SIM card from another ISP to test.
2) Ask the Vodafone ISP to unlimit two Vadafone SIM's communication.

4.18 Can’t open device /dev/ttyUSBx.

Problem: Status page shows “Can’t open device /dev/ttyUSBX”.

Cell Hetwork Info

Cell Modem HUAWEI-EME20W
IMEIESM Cant open device /dewitylUSB3.
Sim Status Cant open device /dewittyl)SB3.
Selected Network AUTO
Reqgistered Metwork Cant open device /devityUSEB3.
Sub Metwork Type Cant open device /dewittyUSB3.
Signal Cant open device /devittyUSB3. T
Cell Status DOWN

Solution:

Step 1) H685 Router Web — Internet Settings — WAN, at Cell Modem, please choose “AUTO_DETECT” and click
“Apply” button.
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Step 2) If step 1 cannot solve the issue, try to open the case, and scrap the module modem fingerprint, then
re-install it into the mini PCle slot. And try Step 1) again.

Cell Modem ‘ AUTO_DETECT v‘

'Modem Description " |HUAWE! WCDMA 3G modem
iNetwnrk Type i :_.ALJTD -

It}nline Mode .Keep Alive -
:ParameterGrnups I-WCDMA - IWI IMJ

| Advance Parameter Groups l

| Advance Cell Options |

MAC Clone

\Enabled | Disable -

Apply | ’ Cancel |

Step 3) If the issue is still existed after Step 1) and Step 2), please contact our sales for return to check or repair.

4.19 PPTP is on, but cannot be through to PPTP Server

Issue and phenomenon: in web status page, the PPTP shows “on”, but try to ping PPTP Server, cannot get
through.

Solution:

1) try to check if the PPTP Status keep “on” in web status page. If sometimes “on”, and sometimes “down”,
please check the PPTP configuration is correct.

2) Check if the PPTP Server assigned remote LAN with H685’s LAN IP network range. H685 default LAN IP is
192.168.8.1, and submask is 255.255.255.0. Sometimes the users forget to assign remote LAN IP
192.168.8.1 for PPTP VPN Server.

If the PPTP VPN Server’s remote LAN IP is 192.168.1.0/24 or 192.168.0.0/24, and cannot be changed,
please change H685 LAN IP from 192.168.8.1 to 192.168.1.1 or 192.168.0.1, also do not forget to manually
change the H685 Default Gateway to 192.168.1.1 or 192.168.0.1 meanwhile.

Default Gateway | 192.163.5.1

3) with the following steps, normally it can solve the issue. Otherwise, please contact E-Lins Sales or Support.
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5 Test Samples

5.1 Two H685 make WiFi hotspot and WiFi client

Here we take H685 router for example. H685 setting method is the same with H685.

1. Take two H685 router. One will be WiFi server, the other will be WiFi Client. We name H685-s and H685-c
2. Connect PC with H685-s with RJ45 cable.

3. At H685-s and H685-c, make sure the DHCP service from both routers are working.

L___l._a.:l T EettiHQS [ TRl LA EMNdINE W LS dDe

) WAN LANZ IP Address '
[ DHCP clients .LANE Subnet Mask I
.j VPN Passthrough MAC Address [00:0C43:30:52:88
,j Advanced Routing [ |
L v HCP Type _E_EWF_.LD
-1 oTU Start IP Address || 10.10.10.100
=] SMS/\oice Command e
-{) Status Report End IP Address i1[].1[].1[].200
1) e b Bk —————
=) Gps Subnet Mask || 255255 2550

E. b f = 1 ; :__._.___. _—

o B o DHCP Primary DNS |[10.10.10.251

-] Firewall _ IL

Eﬂ Administration DHCP Secondary DNS 5158.95.1_1
- Management i _— =
-{) Reboot Cefault Gateway !1[]_1[]_1[]_254
,j Upload Firmware f e e
{1 Settinn=s Mananement L TN ’BEdUU

At H685-s,
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36 Rout ; :
[zi ..... Duer ....................... Y¥ou may configure the operation mode suitable for you eny

1:] Internet Settings
1‘__"_1 Wireless Settings
-] Firewall

s Bridge:
BH-{_] Administration S

All ethernet and wireless interfaces are bridged into =
(* Gateway:

The first ethernet port is treated as WAN port. The oth

interface are bridged together and are treated as LAK
O AP Client;

The wireless apcli interface is treated as \WAM port, a
ethernet ports are LAM ports.

NAT Enabled |Enable

[Apply] [ Cancel ]

Select “Gateway”, and click “Apply”.

4. At HB685-s, “Wireless Settings--Basic”, set Network Name (SSID) as “3G Router” (Here we recommend you use “3G
Router” to test first)

H by 3 THSGYAI N INON T I Ol IS 1S Al ToD | WL Ol WS STL DR Y WYL Sy
E+{_] Internet Settings setting items.
El-<5) Wireless Settings
1) Basig .
-1 advanced
LJ Security Wireless Network
'I_] WwWoDs T e —
) wes | Radio OniOf | RADIO OFF |
pull-pd T | T E——" |
b
(] Firewall [P e g/n mixed mode
o [ = ——— —
B-{] Administration | Network Name(SSID) |3G Router | Hidden [J
M = yr- —— -
| Muliple SSID' | | Hidden [J
| Muliple SSID2 | | Hidden [
| Multiple SSID2 I | tindan 1

And write down the “Frequency (Channel)” and “Extension Channel”. Remember it and we shall use this value at
H685-c.
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EI *:l ereless Settings

Advanced
-] Security
-] wps

-] wes
Station List
BH-{] Firewall

B Administration

@n Channel

(BSSID 00:0C:43:30:52: EB

|_43?MHZ (Channe E} D

'@3‘ Mixed Mode O Green Field

Channel Elanu:lwmth

Guard Inter'u'al

020 @}mmn
C‘ Ll:ung @'Autn

es | E

|F€euerse Diirection Grant[RDG}

'C' Disahle '@' Enable

|245TMH2 Channel m}‘j'__)

-ﬂxggregatmn MSDU[A MSDU} {4}} Disable {} Enable

5. At H685-s, “Internet Settings—WAN—WAN Connection Type:”, choose as “3G”, and click “Apply”.

5 T T R S R R R

e Internet Settings

~{ DHCP clients

WEM Passthrough
-{ ] Adwvanced Routing
VPN

- pTU

SMSVoice Command
Status Report
Route Fail Over
GES

[ Wireless Settings
-] Firewall

-7 Administration

COntgure parameters according 1o the selected connection type.

VWAN Connection Type: | 3G w |

3G Mode

|USB 3G modem [HUAWELEMTTO ]

3G SIM Code ' | |
U I|_|
Cperation Mode | Keep Alive vl
.Iénahled I| DisaT:rIe v_|
[annhel [ rancal |

6. Try to connect the H685-s WiFi via your Laptop/PC. If can work, then go to step 7.
7. Connect PC with H685-c with RJ45 cable.
8. at H685-c, “Operation Mode”, choose “AP client”, and click “Apply”

E-Lins Technology Co.,Limited
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_-j 3G Router
[ Operation Mode
1':| Internst Settings
--f:l Wireless Settings
--1'"_‘| Firewall

("] Administration

You may configure the operation mode suitable for you environ!

O Bridge:

All ethernet and wireless interfaces are bridged into a sim
() Gateway:
The first ethernet portis treated as WAN port. The other et
Mdarface are bridged together and are treated as LAM porl

(& AP Client:
The wireles€ apcli interface is treated as WAN port, and tF

et ports are LAN ports.

NAT Enabled |Enable |

[Apply] [ Cancel ]

9. at H685-c, “Wireless Settings—AP Client—SSID”, here input the correct one. Here the value is from the H685-s.

3‘ 3G Router
1_1] Cperation Mode
-] Internet Settings

B35 Wireless Settings

You could configure AP Client parameters here.

lj Basic %
[} Advanced AP Client Parameters
{3 Security ssiD ||3G Router ) |
]J WwWoDs L ._I; il =
- MAC Address (Optional) ' | |
I_"I . :i:h'_ e = -_-.-
-{Y Station List Security Mode !I DPEM |

-7 Firewall = == =

Encryption Type [[[Mone =
E-{] Administration Imkiaias i I |—|

Apply ] [ Cancel

10. at H685-c,
“Frequency (Channel)” and “Extension Channel” should be the same as H685-s
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- Adwanced
-] Security
-] wps

..... N wes

=) Station List
BH-{] Firewall

B Administration

EI l:l ereless Settings

Operating Mode

'Channm BandWidih

@n Channel

(BSSID 00:0C:43:30:52:88

(Frequency (Channel) rdgﬁg[éhannel E} v >

HT Physical Mode

'@3‘ Mixed Mode O Green Field
020 ® 20/40
(O Long @ Auto

jmcs | il. | Auto v

| Reverse Direction Grant(RDG)

Guard Intewal

'C' Disahle '@} Enable

——

|245TMH2 (Channel m}?:_.")
'@3' Disable O Enable

-ﬂxggregatmn MSDUA- MSDU}

11. at H685-c, “Internet Settings--WAN”, set the WAN connection type as “DHCP (Auto config)”, and click “Apply”

button.
= '.j Internet Settings

DHCP clients

WEN
oTu

Status Report

GPS
i+ Wireless Settings
F-] Firewall

F-71 Administratinn

LILDLILILILILILI:.D

WPMN Passthrough
Advanced Routing

Foute Fail Over

WAHN Connection Type:

| DHCP {Auto config) + |

DHCP Mode

Hostname | - |
(optional) [

SMS/Voice Command [TINeeial

_Enabled | Disable V|

[Apply] [ Cancel ]

12. Then check H685-c, “Administration--Status”, if it shows “Operation Mode” as “AP client Mode” and get “WAN IP
Address”, that means the test is working.

E-Lins Technology Co.,Limited
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open all | close all [Product Model |23 Router

_ [Software Version [2.5.4 (Jun 8 2011}

’j ?G RDUter_ |Hardware Version 1000

{ ] Operation Mode ; o =

:.|*::| Internet Sethings |Device 1D |280630562C080435
=Y WAN \System Up Time |17 mins, 52 secs
= LAN Operation Mode |AF Client Ma
-] DHCP clients
-} WPN Passthrough = = = = ;
- Advanced Routing . !Ign.a reng _:.Flpe.ll ?.vl_lce_e_rmr'
- VPN |Attachrnent State |Automatic search
-1 DTU Local Network
~J SMs/Voice Command || gcal IP Address [10.10.10.254
1 Status Report Local Netmask | 255,255 255 0
-] Route Fail Over S o s

f MAC Address 00:0C43.30:52:88

]_LI GPS |

] Wireless Settings Internet Configurations

3-{_] Firewall Ected Type \DHCP

=il Ao WAN IP Address [10.10.10.101

D e e

""" [ upload Firmware ,DEfa'-'”GE'tEW?Y i

-] Settings Management | Primary Domain Name Server [10.10.10.251

‘j Statug |Secondary Domain Mame Server | 168.95.1.1

oyl Statiics [MAC Address [o0:0c:43:30:52:89

“ System Log

5.2 GPS feature (For version with GPS feature only)

Note: the test is simulation test to approve and show the feature. Please make it work in your real application.
Here we run a TCP server tool as the GPS TCP server.

Step1: configure the GPS feature of the router.
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GPS Settings

GP3 Active

| .
O
L

GP3 Sendto

| O Serial @ TCPIP

GP5 To Serial Settings

Serial Baudrate

Serial Parity HNOnE 4
Serial Databits B % | hits
Serial Stopbits 1 | hits

Serial Flow Caontrol

none b

|Cnmment: Do notused GPS with DTU when send to seriall

Socket Type I .
Semver |27. 38. 13. 57 |
Fort

Step 2: run the TCP server tool. You can ask us to get this tool if you need.
Create server, here our server is a local network PC with IP 192.168.1.102 and port 10001.

And we make a DMZ or NAT for this IP and port from the local router connected to internet with IP 27.38.13.57.
And in the router GPS configuration, we fill in “27.38.13.57” and port “10001”.

Tel: +86-755-29230581 E-mail: sales@e-lins.com
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FA rcPatnP @A T A

Operate (D) VWiew(¥) Windows(§) Help(H) Languagze

;'ﬂCreateCom‘m W S Ty ﬁ Q iﬂ'"-.::r:\.-‘.—-:a E ﬁﬂiscnnmul
Froperties

- Client Mode
- Server Mode

Create Server

¥ Local I|192_ 163, 1. 102

LocalPort 1|:||:||:|1
" Eve |3|:| (=) Dizconmect A11

Create I

Once the link is okay, it will show the following similar screen. If the route doesn’t get the satellite, it appears and
updates the GPS module info from the router to the TCP GPS server.

B2 TCPaUDPMRA T A - [112.97. 30.2:6T78]

- Operate(D) View(¥) Windews(#) Help(H) Language x
t—_‘CreateCom\n gCreateServer l‘j StartServer B Q '_;-:i'r, et 2 %Disconm\ll %DeleteCom % EI] g g
Properties * X | 3112 97.30_2:6T18 e
& Client Mode :
[ﬂ---a %FNE’ Mode DestIF: |Send [~ AtuoSend Eve Ilﬂf‘ ms Send I Stop
&5 Local(192.168.1.1021:10001 I! 279730, 2 ; !
’ 112.97.30.2:6778 = |~ Send Hex [ Send File| Send Receiwed oo I Optien
DlestPort: |"-‘_|'|’-:l =
321
¥ LogalFort
IlL'lEll'Jl
Type |[1cp ¥
[ - AtiroConn
Eve !L' 3
¥ #utoSend
Eve I.J m=
o B |Ree | StopShowl Clear I Save I Dptionl [~ ShowHex
Send ia_ [ Sawe(In Time) I
BEPGEA, ., Bt +BE Al
Bacar IQD'M
BGERMC, . ¥, ... ... B¥E3
Clear |
BEEGEA A L., *1E
$GPVTG, , T, .M, H,, E¥4E
o
>
Send Time: 00:00:00 Send Speed(B/S): O Receiwe Spead (B/S1: 0
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T3
$0PGSV, 3,3, 09, 15, 12, 057, #45
$0PGGA, ,,,,.0,,,,.,,, *B5
$GPEMC, |V, ,,,,,,, ., [#53

$GPGSA.I"5|'J1.l.l.l.l.l.l.l.l.l.l.l.l.l.l.l:+:1E

$GEVTG, , T, M, , B, , EwdE

Picture: Feedback string if not get the satellite.

If the route gets the satellite, it appears and updates the GPS module info from the router to the TCP GPS server
with the following similar string.

$GPGSV, 3, 3, 10, 12, 54, 144, 18, 18, 52, 144, 26+79

$GPGGA, 142035, 0, 2237, 053418, ¥, 11402, 208048, E, 1,04, 8.9, -
107.0,M,,,,*21

$GPENC, 142035, 0, A, 2237, 083415, ¥, 11402 208048, E, , , 091511,
., BB

$GPGSA A, 3, 18,21,22,31,,,,,,,,.13.5,8.9, 10 1#3C

$GEVTG, , T, M, 0.0, K, 0. 0, E+4E

Picture: Feedback string if gets the satellite.

5.3 Port Forwarding (NAT, NAPT, Virtual Server) test

Note: the test is simulation test to approve and show the feature. Please make it work in your real application.

Warmly reminding:

Question: | configure the port forwarding feature correctly, but still no work.

Answer: first, please check the port if block by your ISP, because some ISP block some ports for security reason.
For example, the H685 gets WAN IP 27.38.14.223. And the H685’s default web port is 80. So from the other
network, try to visit hitp://27.38.14.223:80 if can be okay. If no okay, it means the ISP blocks the 80 port. Then
check with your ISP which ports are open for use. Then re-try the port forwarding feature.

Step 1) make H685 router to be online.
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~{_] VPN Passthrough Lot | =
P ————
~[) VPN Slgnal Strength 129, (0-31)
-1 DU | Attachment State | COMA/EVDO HYBRID
-] SMS/Voice Comm: ol it
~{ ] Route Fail Over = —— @ TerChear _
- SNMP 'Lnu:al P Address [10.10.10.254
- GPs ;Lm:al Metmask 5255.255.255.0
1] Wireless Settings IMAC Address |84:57:8T:FF:00:00
=3 Firewall VPN
-~ MAC/IP/Port Filteri =
- Port Forwarding E_EPTP dc'wr'
l:] DMZ [L2TP dnwn
~{] System Security Internet {:c-nﬁguratmns
1_'] Caontent Filtering |Cﬂnnemed Type ECEII
-5 Administration
1) Marsgament WANIP Address
[} Reboot Subnet Mask |255.255.255.255
~{ Upload Firmware Default Gateway .‘113 115.0.1
-1 Settings Managem: Primary Domain Name Server .202 96.128.86
-] Status o — . = o
N i Secondary Domain Mame Senver EI:IE EIE 134:133 _
[} Systemn Log 5 EMAC Address gI:IU:I:ID:IIH:FF:FF:EIE

Step 2) configure the port forwarding feature for H685 router

Virtual Server Settings

;VirtuaIServerSenings @ $ enable It

;]pmuress ||10.1U.10.1UU = ||_10_007_ |'_-¢== mapped local internal IP with port
i_PortRange ”!|BUUU |.|BUUU | # external port

!Protocol

;-Inte race e T I

!Comment | N |

{The maximum rule countis 32.)

Click Apply Button to finish the setting. It will show the result in the following picture.

Current Virtual Servers in system:

|N|:| i IF'F-.l:h:Iress | F'nrtRange F'rl:utncl:ul | Interfal::e | Comment

1 00 [ 1010101000001 | sooo-sooo | TcP+UDP | wen |

[ Delete Selected ] [Reset]

Step 3) here we take a PC to be as a TCP server/Remote Device.
Connect the PC to H685 router LAN port via RJ45 cable. And it gets an IP 10.10.10.100.
At the PC, run TCP&UDP_debug software (If you have no such software, require to get from us).
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B TcPamDPME T A

Operate @] VWiew(¥] fWindows(f) H

_;l CreateConnn @ CreateServer "_1_",

Fropertiesz
| B Client Mode
|-,

:_j CreateConmection(C)
|l;'1. CreateServer (3] [
: i
L

Firstly, click Server Mode, and CreateServer,

Create Server E|

¥ Local I11|:|_ 10, 10. 100

LocalFort 1|:||:||:|1
I Eve ]30 (5] Disconnect A1l

Create | Cancel

Secondly, fill in the parameters like this. The Local IP is the PC’s IP from H685 router. The LocalPort is the port of
the PC which will be mapped. Click Create Button to finish.

B2 TCPaUDPMDL T A

Operate (D) VWiew(¥) Windows ) HelpiH) La

;j CreateConnn @ CreateServer g Startlerver

3

Froperties

2 5 Client Mode
= 5 Server Mode
| ; & Loeal (10, 10,10, 1007 ; 10001

Choose the created server, and click StartServer. It will show the following windows.

Step 4) here we take another PC to be as a TCP client.
This PC is with internet in another network. Run TCPUDP_debug software tool, choose Client Mode,
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S TeRaEE T
Operate @) View(¥) ‘findows(¥) Help(H) Language

JCreateCo!e_‘bCreateServer M5 Ve ) ‘c_j ]

o x

Server Mode

and click CreateConn,

Create Conmection
Type: |TCP x|

DestIE: |113.115.141.12E. Fort: 1annn
LocalFort @& Auto FSpeciaig‘Dm

[~ AutoConn: Eve o} 5
ms

[T Send %hen Conn Ewve

Create | Cancel J

Type: choose TCP, DestlP: fill in the H685 router’'s WAN IP (here is 113.115.141.126), Port: 8000 (This port is
external port for mapped port 10001). Click Create button to finish.

Then check the DestIP, DestPort and Type, and click Connect button to link.

2 TCRAUDENEE T A ~ [113. 115, 141. 126:5000] =[S P
Operate @) Wiew (V) Windows() Help(H) Languagze x
) createConnn W CreateServer | M 5iariirver (3 | SBConnect £ | HpDiseonnall | 3€ DeleteConn 8 | @] | B _

i R e |_//’§5_!.113_115_ 141. 126:8000 | b=

£l Client Mode ™ 5

@ 113 115, 141, 126:8000 DestIF: |#ama.. || s e b ms Send
B Server Mode 1113. 115 141, 128 . -
[~ Send Hex [ Send File[ Send Receiwed Clesr ‘ Dptior\i Broadlption
DestFort: ]BDDD
[T LocalFort
Type [1cP ~|
I7 AtnoCorm |
Tve |0 ¥
[T AuteSend
Eve |0 ms
Connect ; ;
Eec StopShowI Clear] Sawe ] Dptior\] [ ShowHex
oun’ L d
T 107 [ Save(In Time) J
Recw 10
Clear
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Once the link is done, at the Server PC’s side, it shows the following picture, which indicates the link is created.

P22 TCPaUDPMDt LA — [10. 10. 10. 264:55814]

Operate (@) View(¥) ‘Windows(#) Help(H) Language
:_JCreateConnn gCreateServer M Gta T, @ . Donned x EDisconm\ll %Deletetom% @ gﬁ

s — B X | 732101010, 254:55814 |
[ Client Mode

Server Mode DestIF |Send | I AtuoSend Eve [UC s e

=38 Local (10,10, 10, 100) : 10001
P> 10,10, 10, 254 55614 — I™ Send Hex [ Send File[" Send Receivad Clear ] Uptior\] Braadiption
DestPort:

G

TaT
r'__

Count

I Save(In Time) ]

&,
nz
T 1
e [ Stopshow | Clear | Save | Option| ™ Shower
o

Reow

Clear

Step 5) Test the link for sending and receiving

At client PC, type “test from client to server”, and click Send button.

Operate (1) View(¥) Windews(f) Help(H) Language b4
'-ereateCom‘m QCreateServer _.i__g'."!s-".‘-.-_ ﬁ, @ i'-_ﬁ!-._-;;: 3 %Discom‘u\ll %Delete[:orm % @ % B
Froperties R x #4113, 115 141.126:8000 | Al
EE Client Mode T =
o [ 113115, 141, 126:6000 DestIF: || Send | I Atusfend Eve [i00 ms Send | Step |
o[l Server Mode 115,115 141126 | .
i | " Send Hex [ Send File[ Send Receiwved T I Dptionl Broadlption
DestFort: IBUDD |
Y i test from client to serwer
[~ LocalPort
34001
Type ITCP WI
_r. AtunConm
Eve iD =
T AutoSand |
EReC I StopShowl Clear I Save I Dptionl [~ ShowHex
T Sawe(In Time) I |

At the server PC, it will receive the info the client PC.
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& Eﬂisconm’.ll %Deleteﬁom% @ ﬁ@

Operate (00 Wiew(¥) ‘Windows(f) Help(H) Lanzuagze
_l CreateConnn @ CreateSerwver ‘i_'l, ] {3 S
Propertl es Fl- X

7 J£10.10.10.254:55814 |

!. Client Mode
- Server Mode
gLocal (10.10. 10. 1007 : 10001
b’ 10010, 10, 25455514

DestIF:

o
]._.
’7
Count
Send r—
Recw |2E‘

Clear

: Send

DestPort:

[~ Send Hex [ Sand File| Send Receiwed

I AtucSend Ewe 1 0 ms

Send Stop
Clear DptionJ

Stop5h0w1 Clear] Save ] Dptionl I ShowHex

[ Sawe(In Time) 1

| |
test from client to serverl

At Server PC, type “reply from server to client’, and click Send button.

G | 5B D sconnill DeleteConn 5% | [@] | 2 o
EEISCD %EEEDM%D ?.\

_1 CreateConnm g CreateSerwer ‘_!_".

S [

-

WX

1 x

Propertles

“3£10.10. 10. 254:55814 |

~ [ Client Mode
=i- 5 Server Mode
gLocal (10.10. 10, 1007 : 10001
b 10.10. 10. 254: 55514

TlestIF:

TlestPort:

[ Send .

I Send Hex [ Send File] Send Receiwved

[ AtuoSend Ewe |L0L ms

Clear DptionJ

Hrepl}' from zerwer to clientl

Count
Send

Reew

Claar

F—

S
r_
|,

StopShowI ClearJ Save J Uption] [~ ShowHex

[~ Save(In Time] J

test from client to server

At the client PC side, it will receive the related info from server PC side.
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F

B TCPADFMET TR - [113.115. 141, 126 -6000]
Windows (4]

Operata Q)

View (¥

'_1 CreateConnn g CreateServer

Froperties
E- [ Client Mode

o x

- 113115, 141, 1268000

E, Server Mode

Help (H)
‘J‘ ?ﬁ:_, Q__j - Connept :! Eﬂiscom}\ll %Delete[ﬁorm% @ fg';

Language

H685 User Manual

/§E113. 115.141. 126:8000 |

Send | Stop
Clear Dpti.o:ni

DestIF: Send [T AtuoSend Ewe leD m=

[fz115 141 126 = ;
r‘ Send Hex T" Send Filer‘ Send Receiwed
DestFort: IBDDD

test from client to serwver

I'—-
Eve 'D— ;
[T AutoSen

Disconnect

Rec . StopShow‘ ClearJ Save I Dption] [ ShowHex
Count L Al
Send ]‘25—“ [T Savalln Timel |
nrepl}' from serwer to clientl
Recw 2T

Clear

With this result, it indicates the port forwarding is working.

5.4 Remote Web Login

Step 1) make H685 router to be online and get a public WAN IP.

Tel: +86-755-29230581 E-mail: sales@e-lins.com
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'Sl:uﬂware Yersion .3.5.1 B idar1¥ 2012

3 _CE” HRULEE Hardware Yersion 3.0.0
L Operation Mode -
-] Internet Settings [DECEID A ERTIDBTCROENRER
@..1-'_1 Wireless Settings |Systern Up Time [10 mins, 8 secs
"1':| Firewall Operation Mode | Gateway Mode
3 poreaent gl stenan .03
-1 Upload Firmware |Attachment State |Automatic search
~() settings Management
-] 'Status Local IF Address 1010.10.254
ah Bt Lacal Metmask |265.265.265.0
- System Log L it ek o
[MAC Address 00:0AER:11:82:ED
VN e e e
PPTP down
LaTP o
_Cnnnecfed ;I;ﬁjrpe [cen
VAN IP Address [172.3087.227
|Subnet Mask |255.255.255.255
Diefault Gatesway |T0.E4.64 64 :
F'.rimarg.r Iili:umé.in..r\-léme.ﬁ.ewer 21[!211955 f
.Secun.lzianf Domain Mame Semver .221.5.88.88 1

Here the H685 router gets WAN IP of 172.30.67.227, which is not a public IP, and cannot be ping through via the
test PC. So we cannot make the remote visit of the H685 router web.

Let's get a public IP for H685 router first. Here we change another sim card to test.
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.

| _é Cell Router
| =] Operation Mode
E-=5 Internet Settings

L

LAM

DHCP clients

WPM Passthrough
Advanced Routing
VPN

oru

EMEMoice Command
Route Fail Ower
SHNMP

GRS

|- Wireless Settings
!E_| Firewall
Adrninistration

Management

Reboot

Uplaad Firmware
Settings Management
Status

Statistics

Systern Log

Software Version 3616 (Mar17¥ 2012
300
20FT10BYCDOENOFS

7 mins, 58 secs

Hardware Version
Device 1D

Systemn Lip Time
Cperation Mode Gateway Mode

Cellinfo
Sinnal Strenoth 31, (0-31)

Aftachment State COMAEYDD HYBRID
Local IP Address 10.10.10.254

Local Metmask 2552552550

MAC Address oo:0AEB:11:82ED
TR T e e
RETE don

L2TP doin

Connected Type cell

lan P Address 183.43.55.249 |
Subnet Mask 255255 255 255

11311501
202.96.1258.86
20296134133

Ciefault Gatenay
Frimary Domain Mame Server

Secondary Domain Mame Server

H685 router gets a WAN IP 183.43.55.249, which is a public IP, and can ping though.

Ping 183.43.55.249 BF 32 FEDRIEHE
Z[:p

183.43.55.249
183.43.55.249
183.43.55.249

183.43.55.249
183.43.55.249
183.43.55.249
183.43.55.249

A}[A]=1488ms TTL=52
Af|8]=67ms TTL=52
(A, TTL=52
Bif|

. TTL=52
Af|8]=69ms TTL=52
E—I'|E|—| =ims=

| TTL=52
Hf[8]=65ms TTL=52

Step 2) Make sure the “Remote Management” feature is activated.
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Remote management

|Remﬂte rmanagement (via WAN) ||Allcrw *I

Ping form WAN Filter

|F'ing forrn WaAN Filter || Disable vI

Stateful Packet Inspection (SPI)
|SF'I Firewall || Disable *I

Apply | Reset |

Step 3) at the test PC, open the IE, and input http://183.43.55.249:80 to enter the H685 router’s web.

Notes:

1) The H685 router’s web port default is 80. Some ISP block the port 80 because of some security. Then please
confirm the ISP the opened port, and change the web port for H685 router before remote visiting.

Please refer to Chapter 3.3.14.1.1 Router web port to change the web port.

2) If you cannot get a fixed public WAN IP, you can use H685 router’'s DDNS feature. Refer to chapter 3.3.14.1.3
DDNS settings to configure.

Then you can input http://ddns:port to visit the H685 router’s web port.

5.5 WAN RJ45 Static (fixed IP) and Cellular Fail Over backup redundancy

Please connect the RJ45 WAN port and the upper Router LAN RJ45 port via RJ45 cable. The H685 WAN LED
should be on.

Step 1) log into the H685 router web.

Step 2) Internet Settings — Route Fail Over

E-Lins Technology Co.,Limited
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open all | close all - Route Fail Over
|

'j 3G Router

,_] Operation Mode ‘

Internet Settings

SMS/\oice Commg

Route Fail Over Connectivity Check

T Operation Mode

") wan
- LAN | | |ActivePassive ]

) DHCP dlients Back To Primary WAN When Possiole | [7]

-] VPN Passthrough

-{) Advanced Routing Router Pnonly '

-1 Ve =| |Cellular | © High Priority @ Low Priority

J oTu = T K -

STATIC - @ High Priority ) Low Priority

I

D) oes | | |check count [3 | @50
[:I"i:_'l Wireless Settings | Check Method ping ip - 74.125.71. 138 | |
{7} Firewall
B35 Administration ‘

i-{ ) Management | LApply

i-{) Reboot 7

Active/Pasive: tick it

Back To Primary WAN When Possible: tick it (if you activate this, the router will automatically switch to primary
main line from secondary line if primary main line resume to work. If you don'’t activate this, the router will keep
working in secondary line if primary line fails.)

Router Priority: You can select main line and secondary line for Cellular and WAN RJ45
“STATIC/DHCP/PPPoE”

For example, here we set Cellular as secondary line, and WAN RJ45 STATIC as main line. Then choose as the
picture above.

Check Count: fill in the number you want to check the line available detection.

Checking Method: fill in a public IP address that can be ping through.

With the above configuration, the router will try to ping IP 74. 125.71.138 and if cannot be through for 3 times
continuously, it will switch to secondary line.

Step 3) Internet Settings — WAN — WAN Connection Type — Cell.

Configure the Cell WAN parameters.

Please make sure H685 can be Cell online after this configuration. Otherwise the fail over feature will not work in
redundancy
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open all | close all

¥ 3G Router

~{] Operation Mode
El4= Internet Settings

{3 wan

1 Lan

{) DHCP clients

{) WPN Passthrough
{1 Advanced Routing
- vPN
-} o7y
~{) SMS/Voice Command
-{) Route Fail Over

{) snMP

{1 GPs
E{J Wireless Settings
EJ{] Firewall
B{Z] Administration

Step 4) Internet Settings — WAN — WAN Connection Type — STATIC (fixed IP)

WAN Connection Type: call -

Cell Mode

|mmiem | HUAWEL-EM7T0 -
lS\MCode i

|—MTU | i

iOperat\on Mode |-_Keep..;-\ii;:e_ N =
|Enabiea | Disable -

[ piame | weoma
Inelwnrktypa | Auﬂ}m‘a{\c search -
iDia\ing Number *99%

i\nma\ Command String |

iuaarName |wap

iPassword | e

|Locarp [

|Authentlcate Type |-A_U:TO hd
iUse Software Compress | || Enable

;
? GSWAWCDMATD: AT+CGDCONT=1,VIPT VAPNY,
T R, | CDMAEVDO: ATWPPPCFG=Vus er” 'password?”

MSP List
B

WSP Dialing Initial Command | User | [Local
No- | ame TNumber ‘ String figme |CESSWHH) Tep [OpEeaiun

CDMA ‘ #TT ‘ ‘ CARD CARD ‘ ‘@
@ | weoma ~ggu ‘ ‘ wap ‘ wap
‘ @ SJSMA *ggTEq ‘ ‘ wap ‘ wap ‘

Configure the STATIC (fixed IP),

Tel: +86-755-29230581 E-mail: sales@e-lins.com
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R Wide Area Network (WAN) Settings

r_\f Cell Router

J Operation Mode
B3 Int t Settings
1) LAN

-{ ] DHCP clients
-] WEN Passthrough

You may choose different connection type suitable for your ervironment. Besides, you may also
configure parameters according to the selected connection type.

WAN Connection Type: STATIC (fixed IP) -

1) Advanced Routing

o |'F'-‘\ddress '192.153.1.128'

- DTU

~{] SMS5/voice Command |SubnetMask | 255 285 255 @

-~ Route Fail Owver

-} sNMP Default Gateway | 192.168.1.1

- o Primary DNS 8 i
-] Wireless Settings SALE Exlss -:_210_.21_195_5 .
= ) el Secondary DNS Server | 22158888

=3 Administration

{) Management MAC Clone . ]

Rebaoot :Enabled | Disable b

)
{1 Uplead Firmware
0
0

Settings Management Apply Cancel

] Status

IP Address: fill in the assigned fixed LAN IP address from the upper router for H685. Here our upper router can
assign a fixed LAN IP 192.168.1.128 for H685.

Subnet Mask: the upper router’s subnet mask.

Default Gateway: fill in the default gateway. Here the default gateway is 192.168.1.1 of upper router.
Primary DNS Server: fill in a right DNS server

Secondary DNS Server: fill in a right DNS server.

Notes: Do not forget to click “Apply” button.

Step 5) The H685 router will automatically reboot and try to connect the STATIC WAN RJ45 as main line. If main
line failed, it will switch to Cell as secondary line. And if STATIC WAN RJ45 resume to work, it will switch from
Cell line to STATIC WAN RJ45 line.

The following page indicated the Static fixed IP is working.

————m — mmmeiem—

--1-“_-| Firewall Internet Configurations

-3 Administration Connected Type |STATIC

----- L) Management WAN IP Address 1192.168.1.128
ol e Subnet Mask |255.255.256.0
~{] Upload Firmware .U e — — e
D) Settinge Management [Defauf Gatoway 19216811

I Status Primary Domain Mame Server |210.21.196.6
Statistics Secondary Domain Name Server 221.5.88.85

~LJ System Log IMAC Address |6D:61:67:65:00:00
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Once the Static (fixed IP) is failed, H685 will switch to cellular automatically as follows,

Internet Configurations

:Cnnnemedﬂfbe [Cell

[WAN IP Address 17220578
Subnet Mask |255.255.255 255
Default Gateway - (10646464
\Primary Domain Name Server - -:21D.21.195.E
.é-écnndérg.-'lfhnma.in-r:]ame Server 22158888
[MAC Address |6D:61:67:65:00:00

5.6 WAN RJ45 DHCP and Cellular Fail Over backup redundancy

Please connect the RJ45 WAN port and the upper Router LAN RJ45 port via RJ45 cable. The H685 WAN LED
should be on.

Step 1) log into the H685 router web.

Step 2) Internet Settings — Route Fail Over

i cell Router
----- {1 Operation Mede

B+ .Internet Settings prE———
-] WAN =
[ LAN \Active/Passive | @
1) DHCP dlients |Back To Primary WAN When Possible | [@
B
----- VPN Passthrough ! !
-] Adwvanced Routing outPl‘io T S — —=—_
-] VPN Cellular (71 High Priority @ Low Priority
- oTU -
[ sMENpice Camimand L DHCF - | @ High Priority © Low Priority
-] Route Fail Over Connectivity Check
1] SNMP [ 3
[] Gps Check Count [3 | {1-50)
U"g Wireless Settings Check Method | ping ip - T4.195.71. 138
B-{_] Firewall I
B-{Z7] Administration

Active/Pasive: tick it

Back To Primary WAN When Possible: tick it (if you activate this, the router will automatically switch to primary
main line from secondary line if primary main line resume to work. If you don’t activate this, the router will keep
working in secondary line if primary line fails.)

Router Priority: You can select main line and secondary line for Cellular and WAN RJ45
“STATIC/DHCP/PPPoE”

For example, here we set Cellular as secondary line, and WAN RJ45 DHCP as main line. Then choose as the
picture above.

Check Count: fill in the number you want to check the line available detection.

Checking Method: fill in a public IP address that can be ping through.

E-Lins Technology Co.,Limited
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With the above configuration, the router will try to ping IP 74. 125.71.138 and if cannot be through for 3 times
continuously, it will switch to secondary line.

Step 3) Internet Settings — WAN — WAN Connection Type — Cell.

Configure the Cell WAN parameters.

Please make sure H685 can be Cell online after this configuration. Otherwise the fail over feature will not work in
redundancy

open all | close all e

¥ 3G Router :
i Ot Mos WAN Connection Type: Cell -
Bl Internet Settings Cell Mode
WAN [ ————————— = = =5 —=
E T |modem | HUAWELEMTTO
) DHCP dlients i'swm Code [ =
{) WPN Passthrough X —
-4} Advanced Routing IMTU
- vPN == = =
-0 oTU |Operation Mode Keep Alive .
|
J SMS/Unice Command  FITFarSes
~{] Route Fail Over I = — = =t - -
) sump |Enabled | Disable T
) Gprs A
-pply Cancel
G Wireless Settings -
E{] Firewall
BHT] Administration mobile MSP Parameters
et e _ —
|MSP Name | WCDMA
Irnelwnrktypa | Automatic search -
EDia\ing Number | 89
=

i\nma\ Command String

|
[ I
|UserName | wap
E I

EF’assword | nne o
|Local IP _|.

EAU‘thentlcate T_l,'pe- 3 _i- AUTO fis i
igs_egwﬁmmpress :“[] Enable

|GSMAVCDMATTD: AT-CGDCONT=1 VIPY VAPNY,
| CDMAEVDO: ATVPPPCFG=Vusert” 'password?

Add to List
MSP List

MSP [ Diaing | inital Command | User [ Local

I
|comman command list

|Password |Operation

e | Name | Number String | Mame | | e
i " — — — T
© | CDMA #7771 ‘ CARD | CARD | Eilese

|
@.|\.~JCDM‘\ S | s \ s | i

! ‘ ——
goEER ‘ wap wap @

| TD-
| scoma | |

Select to Use

Step 4) Internet Settings — WAN — WAN Connection Type — DHCP (Auto config)
Choose “DHCP (Auto config)” at WAN Connection Type, and click “Apply” button
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LT e e T T T T P Ty Ew W W W wIw T TR PWEw YR W T TRy v

B

ettings

T - B
--[] DHCP clients _ _
- WAN Connection Type: I
-] WPN Passthrough ¥pe: | DHCP (Auto CUﬂﬁg}l
-] Advanced Routing DHCP Mode:
'—1 VPN iHostname |
- DTU |{optienal) |
._1 SMS/\Voice Command MAC Clone
-] Route Fail Over B = -
-] snmP |Enabled | Disable -
.-} GPs =
5 PRl Cancel
-] Wireless Settings -
-] Firewall

Notes: Do not forget to click “Apply” button.

Step 5) The H685 router will automatically reboot and try to connect the DHCP WAN RJ45 as main line. If main
line failed, it will switch to Cell as secondary line. And if DHCP WAN RJ45 resume to work, it will switch from Cell
line to DHCP WAN RJ45 line.

The following page indicated the DHCP is working.

---;“_‘| Firewall Internet Configurations

El-=3 Administration Connected Type |DHCP
;....]J Management WAN IP Address [192.168.1.103 |
[Subnet Mask |2565.255.255.0
| Default Gateway 1ez168.11
F'rlmarg.r Domain Mame Server __ﬁ EIE 168.1. 1
""" ﬂ Statistics '_S_ecaﬁa_ry_DnﬁﬂaTn Mame Server
L) System Log [MAC Address ~ [o0:0D:01FF52:66

Once the DHCP (Auto config) is failed, H685 will switch to cellular automatically as follows,

Internet {.c-nﬁguraticms

Cnnnemed T*,fpe :Cell

[WAN IP Address [17220578
Subnet Mask |255.255.255 255
\Default Gatev_ﬁay_ 10646464
F'nmar!.f Dnmaln N-ar_ne Seﬁ'er o -'21III 21.196. E
Secnndarg.f DUFI"IEIIFI Name SéFu'e? = 52‘1 5 EE EE il
\MAC Address ~ |6D:6167:6500:00

Notes: if the DHCP cannot get WAN IP Address, please “Load Default” for H685 router to retry.

5.7 WAN RJ45 PPPoE and Cellular Fail Over backup redundancy

Please connect the RJ45 WAN port and the ADSL modem RJ45 port via RJ45 cable. The H685 WAN LED
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should be on.
Step 1) log into the H685 router web.
Step 2) Internet Settings — Route Fail Over

E»— Int t Setti
3 Rl Operation Mode
WAN -

LAN ctive/Passive

=il

0
.
L) DHCP dlients ack To Primary WAN When Possible
-] VPN Passthrough
-] Adwvanced Routing outer . F
-1 ven |Cellular ©) High Priarity @ Low Priority
- DTU [ & .
1) SMS/Voice Command PPPOE @ High Priority ) Low Priarity
|1 Route Fail Over] Connectivity Check
il ) SNMP r i [
j i |Check Count 3 | (1-50)
() wireless Settings Check Method | ping ip = 4. 125. T1. 138
-] Firewall
[F-+=5 Administration
1_1 Management
{1 Reboot

Active/Pasive: tick it

Back To Primary WAN When Possible: tick it (if you activate this, the router will automatically switch to primary
main line from secondary line if primary main line resume to work. If you don'’t activate this, the router will keep
working in secondary line if primary line fails.)

Router Priority: You can select main line and secondary line for Cellular and WAN RJ45
“STATIC/DHCP/PPPoE”

For example, here we set Cellular as secondary line, and WAN RJ45 PPPOE as main line. Then choose as the
picture above.

Check Count: fill in the number you want to check the line available detection.

Checking Method: fill in a public IP address that can be ping through.

With the above configuration, the router will try to ping IP 74. 125.71.138 and if cannot be through for 3 times
continuously, it will switch to secondary line.

Step 3) Internet Settings — WAN — WAN Connection Type — Cell.

Configure the Cell WAN parameters.

Please make sure H685 can be Cell online after this configuration. Otherwise the fail over feature will not work in
redundancy
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open all | close all

¥ 3G Router

~{] Operation Mode
El4= Internet Settings

{3 wan

1 Lan

{) DHCP clients

{) WPN Passthrough
{1 Advanced Routing
- vPN
-} o7y
~{) SMS/Voice Command
-{) Route Fail Over

{) snMP

{1 GPs
E{J Wireless Settings
EJ{] Firewall
B{Z] Administration

Step 4) Internet Settings — WAN — WAN Connection Type — PPPoE (ADSL)

Tel: +86-755-29230581 E-mail: sales@e-lins.com

WAN Connection Type: call -

Cell Mode

|mmiem | HUAWEL-EM7T0 -
lS\MCode i

|—MTU | i

iOperat\on Mode |-_Keep..;-\ii;:e_ — o
|Enabiea | Disable =

mobile MSP Parameters

IMSF‘ Name |Wf:DﬁA

Inelwnrktypa | Auﬂ}m‘a{\c search -

iDia\ing Number I *99%

i\nma\ Command String |

iuaarName |wap j
iPassword | e

|Locarp [

|Authentlcate Type |-A_U:TO hd

iUse Software Compress | || Enable

;
? GSWAWCDMATD: AT+CGDCONT=1,VIPT VAPNY,
T R, | CDMAEVDO: ATWPPPCFG=Vus er” 'password?”

Disling | Inital Gommand | User oo local [ooo oo
Name Number String MName | | P
COMA ‘ #177 ‘ ‘ CARD ‘ CARD ‘ ‘@
WCDMA | vogm ‘ ‘ wap ‘ wap ‘-
SJSMA *ggTEq ‘ ‘ wap ‘ wap ‘
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209 Internet Settings

[

1) LAN

-] DHCF clients

-] VPN Passthrough

-] Adwvanced Routing
[ wen

DTU

Route Fail Over
SNMP
GRS
#4) Wireless Settings
#47] Firewall
=143 Administration

=5 Management

COoDUDD

Reboot
Upload Firmware

Statistics

System Log

D
{3
1__1 Status

SMS/Voice Command

WAN Connection Type: PPPOE (ADSL) | =
|UserName | pppoe_user
IF'EISSWDrd i -iiiiiﬂiiiill .
Werify Password i .iiiiiﬂiiiiii N
Ty
| Keep Alive
Operation Mode Keep Alive Mode: Redial Period 60 Senco
On demand Mode: Idle Time |5 minutes

Settings Management
g % |Enah|ed

Fill in the correct parameters for xDSL.
Notes: Do not forget to click “Apply” button.

Step 5) The H685 router will automatically reboot and try to connect the WAN RJ45 PPPoE as main line. If main
line failed, it will switch to Cell as secondary line. And if WAN RJ45 PPPoE resume to work, it will switch from
Cell line to WAN RJ45 PPPoE line.

The following page indicated the PPPoE is working.

-5 Administration
1_-'] Management
=[] Reboot

[IEens]

=[] Statistics
-{] Syetem Log

Tel: +86-755-29230581 E-mail: sales@e-lins.com

-{ ] Upload Firmware
-] Settings Management

Local Network

|Local IP Address i1ﬂ.1ﬂ.‘l[l.25¢
iLm::aI Metmask 5255.255.255.0
iMACAddress |00:0C:43:30:52:77

VPH

IPSEC | down
IF'F_'TF' !dnwn
L2TP | down

|Connected Type

|PPPOE
112.95.36.124
255.255.255.255

WAN IP Address
|Subnet Mask

| Default Gateway 1112.95.32.1
gF'rimary Domain Mame Server !210.21.195.5
ESecnndary Domain Mame Server !221.5.88.88

EMAC Address iDU:EID:I:ITFF:EE:EE
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Once the PPPoE (ADSL) is failed, H685 will switch to cellular automatically as follows,

Internet Configurations

|EnnnemedT1.rpe |Ce|l

[WAN IP Address [172.205.78
Subnet Mask |265.255.255.255
|Default Gateway |1U.E4.54.E4
|Primary Domain Name Server 210.21.196.6
|Secnndar].f Domain Mame Server |22‘1.5.BB.BB

IMAC Address

|6D:61°67:65:00:00

5.8 SMS Reboot/Cell UP/Cell Down control

Step 1) follow Chapter 3.3.9 to configure the SMS feature. We configure it as follows,

SMS/Voice Settings

SMSNoice Command Settings

Message/Voice status

oI -
number 1 13798257916 [ voicE [£] ALARM
number 2 [ sms [ voice O ALARM
number 3 [ sms [ voicE [ ALARM
number 4 [ sms [ voIcE [ ALARM
number 5 " [ sws [ voicE [ ALARM
number [ sms [ voice O ALARM
number 7 [ sms [ voice [ ALARM
number & [ sms [ voicE [ ALARM
number 9 [ sms [ voicE [ ALARM
number 10 [C] sms [ voice O ALARM
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SMS Command o v
Send ack SMS an -
Reboot Router Command reboot

Get Cell Status Command cellstatus
Cell link-up Command cellup
Cell link-down Command celldoum
DIO_0 SetCommand diall
DIO_0 Reset Command dioD0
DIO_1 Set Command _diu:- 11
DID_1 Reset Command diall

DIO Status ll;}l::tI'I'!I'E‘rEI.I"U::l diostatus

Step 2) for EVDO version, please keep your UIM Card can get CDMA1x network also, otherwise the router cannot
support SMS feature because SMS cannot work on EVDO network but on CDMA1x network.

Cell Network Info

Cell Modem |SIERRA_MC5725
IMENESN 802A76CC

Sim Status | SIM:READY
Selected Network AUTO

\Registerad Network EVDO and CDMA 1X
|Sigﬂa] Zydbim Tl
Cell Status UP

For WCDMA/GSM/W-LTE, it has no limitation.

Step 3) CELL DOWN control test

Send “celldown” from send’s phone number (here is 13798257916). In the System Log of the router, you can find the
similar info "received index=0 msg (celldown) from (13798257916) !"

The Router CELL will be offline, and WAN IP will be none as followed status.

E-Lins Technology Co.,Limited
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open all | close all

il ) Statug

1] Operation Mode
Ij oTU

4 | Link Backup

- ] GPS

-1 ] SMS/Voice

) VRRP

-] Internet Settings
H4_] VPN

-] WIFI

-] Firewall

#-{] Administration

Step 4) CELL UP control test

lceimodem  [sIERRA_MCS5T25
[IMEVESN BO2ATECC
|sim Status SIMREADY |
|Selected Network AUTO |
|Regisiemd Metwork EVDO and CDMA 1X I
Signal 71dom Tl
Cell Status DOWN

g
Connected Type iCELL
WAN IP Address |
Subnet Mask
|Defau1t Gateway

|Primary Domain Name Server

|202.96.128.86

|SECOﬂdELI']|' Domain Name Server

[202.96.134.133

[MAC Address

|08:66:01:00:00:04

From sender’s phone number 13798257916, send "cellup" to router sim/uim card number. At the router "System Log",

there is info similar "received index=0 msg (cellup) from (13798257916) ". The router cell will dialup to be online.

ystem Info

ISeri g5

|H820

SN

| 086412090002

| Software Version

|2.2.0 (Sep 16 2012)

| Hardware Version

11.00

iSystem Up Time

11:10

i{}pe.-faﬁnﬂ Mode
Cell Network Info

| Gateway Mode

Cell Modem |SIERRA_MC5725
IMEVESN |802A76CC

Sim Status [SivREADY]
Selected Network |AUTO

!Fiegistered Metwork: Hm
|Signal 68dbm Veull

Cell Status [tF]

Internet Configurations

‘Connected Type CELL
\WAN IP Address 113.112.46.31
Subnet Mask 255.255.255 255

| Cefault Gateway

1112.112.0.1

|Drim-:|r|r Marmain Mamo Soancar

Step 5) CELL STATUS check test

|']I"I':l ar 1720 QR

From sender’s phone number 13798257916, send "cellstatus" to router sim/uim card number. At the router "System
Log", there is info similar " received index=0 msg (cellstatus) from (13798257916) !". The router will feedback the

CELL STATUS to sender’s phone number 13798257916. At 13798257916, we will get message of “Router
E-Lins Technology Co.,Limited
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SN:086412090002 cell_link_up”.

5.9 LAN IP modification

Change Router’s LAN IP means changing its gateway IP.
Step 1) go to Router Web — Internet Settings — LAN

Step 2) modify the IP address

LAN Setup

IP Address 192.168.9.1 |
'Subnet Mask 1255 255 255 (0 |
|LAN 2 | OEnable ® Disable

LANZ IP Address | 1

LANZ Subnet Mask I |
[MAC Address 08:66:01:00:04:83
\DHCF Type | Sener v

Start [P Address | 192 168.9.100 |

End IP Address [192.168.9.200 !

Subnet Mask | 255 255 255 0 |

Frimary DNE Senfer_|‘1EB_95_1_1 |

Secondary DNS Server |B_E.B.B |

Default Gateway | 192.168.9.1 |

Step 3) modify the “Default Gateway” same as “IP Address”, then click “Apply” button.

5.10 PPTP client connection

PPTP Server’s Info:

PPTP Server IP: 190.54.34.131
Username: vpnuser

Password: tekrem9876

Remote LAN/Mask: 192.168.130.0/24

E-Lins Technology Co.,Limited
Tel: +86-755-29230581 E-mail: sales@e-lins.com sales@szelins.com www.szelins.com www.e-lins.com



/-m Bk B A A PR
e -~ E-Lins Technology Co. Limited H685 User Manual

PPTP Server’s Assigned Network: 192.168.8.0/24 (If your PPTP Server not Assigned H685 Router’s IP network range,
the PPTP can connect but cannot go data through. Also you can change HE685 LAN IP into the PPTP server’s
assigned network such as 192.168.0.1 or 192.168.1.1, etc.)

Step 1) make the H685 router working online.
Step 2) Fill in the PPTP parameters as follows,

PPTP

PPTP VPN Settings

PPTP VPN Active

FPTP Liser vanuser

PFTF Password |"""""

PPTP Server 190. 54, 34. 131

Remote LanMask 192, 168, 130. 0 i 255 255 255 ()
Local PETP P dhep

MPPE Encrypticn

400 bit Encr]_!rpﬁun(Default is 125 bit) [

Refuse Stateless Encryption

MPPC [

Step 3) check if the PPTP is connected.
Router Web — Status,

PPTP Status

PPTP |up

Step 4) Try to check if can be through with PPTP Server.
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icrosoft Windouws HFP [ 5.1.268@81
CC> FRAYFTE 1985-2801 Microsoft Cowp.

»Documents and Settings“Administrator>ping 172.168.138.7
Pinging 192.168.138.7 with 32 bhytes of data:

Reply from 122.168_.138.7: hytes=32 time=57Bmz TTL=254
Reply from 122.168_.138.7: hytes=32 time=585m=s TTL=254
Reply from 122.168.1380.7: hytes=32 time=Y6lms TTL=254
Reply from 122.168.138.7: hytes=32 time=578ms TTL=254

Ping statistics for 192.168.138.7:

Packetz: Sent = 4, Received = 4. Lost = 8 (8% loss),.
Approximate round trip times in milli-—seconds:

Minimum = 5Y8ms,. Maximum = 76im=s. Average = 6G2bms

t“Documents and Settings“Administratori

Notes:

1) If the PPTP cannot through between client and server, please check if the MPPE
configuration is matched with PPTP server or not.

2) Normally PPTP server has route for 192.168.1.1/24 or 192.168.0.1/24. Please check the
PPTP server has the route of 192.168.8.0/24 if your H820 router is with IP 192.168.8.1.

For example, if H820 LAN IP is 192.168.8.1 and assigned PPTP IP is 172.1.1.2. Then at the
PPTP server, need add a route for 192.168.8.0/24 and gateway as 172.168.1.2. Meanwhile,
we suggest PPTP Server use fixed PPTP IP rule for PPTP client, otherwise need modify the
route’s gateway every time because the PPTP client gets a random PPTP IP.

5.11 IPSec sample

Preparation before test:

1) Take two H685/H685 router, one for IPSec Server, the other is for IPSec client. For formal application, recommend
use CISCO VPN Router for Server, and E-Lins Router for Client.

2) We configure Server Router gateway LAN IP as 192.168.8.1, and Client Router gateway LAN IP as 192.168.9.1.
Please refer to the manual chapter

3) Make Server Router and Client Router both online. Here we use Cell connection for both routers.

4) Sample topology is as follows,

E-Lins Technology Co.,Limited
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[FSec Tunnel

HARSTIR20 HARS IR0
WiFi [Psec Client Internet IPsec Server
2.
1921959100 Client Side Server Side
WANIP: 183.43.214.200 WANIP: 113.112,30.27
LAN IP: 192.168.9.1 LANIP: [92.168.8.1
IPSec Server Side
Step 1) make the Server Router working online.
=LY 086412090100
iSuﬂware‘a-"erSi'un |2.3.4 fov 16 2012
!Hardwafe-uersinn 11.0.0
‘System Up Time |1:53

‘Operation Mode

!Gateway Mode

Cell Network Info

Cell Modem | HUAWE-EMBED

IMEVESN [ +GEN:B0ZaThCE

Sirm Status (SN ready

Selected Network AUTO

!E{e_gmteEdNehﬁmrl{ |Registered on Haome network
'Sub MNetwork Type (COMA X

Bignal |31 Tl

Up

Internet Configurations
‘Connected Type |CELL

AM P Address [113.112.30.27
‘Subnet Masgk |266.255 265 255
Default Gateway 113.112.0.1

EF‘rimanr Dotnain barne Sener

20286128 66

ESEcnndaf‘:.r Eﬁnmain-ﬂame Semner

120296134133

i.h_ﬂgaﬂadﬂress

|08:66:01:00:04:88

Step 2) Fill in the IPSec parameters as follows,

Tel: +86-755-29230581 E-mail: sales@e-lins.com
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IPSEC

[ o
|Name HEVE DM

| zaurabh |

!Ser-.f_ica Mode

—
| Service |v

|L|:|cal MHetwork Type

[ Subnet -

Fermote IP

192, 168, 8.0 |

Local IP — .
[24 |

Remate Metwork Type | Subnet M
192, 168. 8.0 ;

2

Auth rrethiod

| Pre Shared Eew M

Faszswiord

Interface

an (]

And “Advance” as follows,

|E bdvance i

MAT Traversal
DFD Check
DPD Interval (sec) |5_|3__
DPD Maximum Failures ﬁj

Froposal Check

obew -

Ea

Encr:mtin:unﬁlgnrthm
Hash Algarthm |m35 [l
DH Groups |mndpmza1f2 E]

Life Time (sec)

]3500 |

Tel: +86-755-29230581 E-mail: sales@e-lins.com

Enchyption Q&Ignnhm |__3_DES _vl
Hash Algorthm |

DH Groups \modpl024/2 |v|
Life Tirne (sec) [EBT|
Ferfect Forward Secrecy

[ Apply ] [ Re=zet ]
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Click “Apply” button.

Step 3) Active the configured IPsec profile. Select the profile, click “Enable” button, then it will show “Active” at “Active
Status”.

IPSEC List

Select | Marie  Sewice Status Gateway Interface Active Status Link Status

F | saurabh | SEmice i _i WAN| Arctive ! up

| Add/Edit || Delete || Enable || Disable |

[_Restart all |[ Refresh |

IPSec Client Side
Step 1) make the Client Router working online.

SN (0864120901DA
‘Software Version 2.3.4 (Nov 16 2012}
E-Harm-.rarg Version 11.0.0

iSy_stem Up Time |58 min

r@a?m? ?IH:;:_:&_ i | Gateway Mode

Cell Modem |SIERRA_MC5725
IMEVESN '8072CBaA

'Sim Status - ~ [smREADY
‘Selected Netwark lAuTO

Registered Network |EVDO and CDMA 1X
Sub Network Type [EVDO and CDMA 1X
Bional |cdma -66 dbm evdo-68 dom | Tl
Eell Status lup

Connected Type \CELL

fyanP Address 183.43.214 200
‘Subnet Mask 1255 255,255,255
Default Gateway [113.115.0.1
Primary Domain Name Server (20295128 86

Step 2) Fill in the IPSec parameters as follows,
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IPSEC

Name (ID/FQDN) i| saurabh |
iSeMceMGde |
Exchange e [Baeressive
Gateway [113. 112. 30, 27
!anaINeh'.rerkTy;)e |
. 192, 168. 9. 0 :
Local IP
24 |
|REmoleNeiworkTypce [ Subnet v
s ]192.168.3.0 :
}
Eﬁu'ﬁ"l methiod ||Pre Shared Kev v.|
Password H--.--- |
I{nte&face |WAI'I LY
=

And “Advance” as follows,

MAT Traversal

DPD Chedg

DPD Interval {s=c)

OPD Maximum Failures

Froposal Chedk |
Enoryption Algorthm |
Hash Algarthm | MD5 v.l

OH Groups i modpl 024/ 2 vl
Life Time {z=c} | 3600

r
==

Enaryption Algorthm
s Aot = o
DH Groups | modpi02dlz ?|
e Time o0 .
Perfect Forward Sececy ! [«]

Step 3) Active the configured IPsec profile. Select the profile, click “Enable” button, then it will show “Active” at “Active

Tel: +86-755-29230581 E-mail: sales@e-lins.com
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Status”.

IPSEC List

[ Select | Name Service Status|  Gateway |Interface Active Status Link Status
| O | sawabh | client [1131123027) WAN | Actve | up

[ 244 Edit ][ Delete ][Enable ][ Dizable ]

[ Reztart all ” Refresh]

After settings for Server Router and Client Router, the IPsec will start to connect automatically.

For Client Side, it will display the following status,

Local Network

ILCH:EH IF Address |192.1EE.9.1

iLcrcal Metmask | 255.255.255.0

;rﬁiﬁ:’:&dress i_EIEE 6:01:00:04:83

%Name |Status

Esaurabh i.l_!xctiue: AEt-iue Link: u;;_ B

For Server Side, it will display the following satus,

Local Network

Local IP Address 192.168.8.1

%anal Metmask |255.255.255.D

%MAC Address iIZIB:EE:EH:EIEI:EM:EIC
!Name |Status

ésaurabh’ |Active: Artive Link: up
i.l_:'_IE'TF' idl:uwn

PRTR P

LZTF | diwn

LITF IP

Test Result

Try to ping from Client to Server, and from Server to Client. If both is through, means working.

E-Lins Technology Co.,Limited
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122.168.8.1: hytes time=485ms
122.168.8.1: hytes time=545ms
122 .168.8.1: hytes time =441 m=s
122 .168.8.1: hytes time=521m=s
122 .168.8.1: hytes time=581m=
1?2 .168.8.1: hytes time=541m=
122 .168.8.1: hytes time=481m=
122 .168.8.1: hytes time=485m=
122.168.8.1: hytes time=521m=s
122 .168.8.1: hytes time=741m=s
122 .168.8.1: hytes time=507m=
122 .168.8.1: hytes time=541m=s
122 .168.8.1: hytes time=721m=s
122 .168.8.1: hytes time=641ms
122 .168.8.1: hytes time=Y61ms
122 .168.8.1: hytes time=461m=s
122 .168.8.1: hytes time=521ms
122 .168.8.1: hytes time=461m=s
122 .168.8.1: hytes time=461m=s
122 .168.8.1: hytes time=505%m=s
122 .168.8.1: hytes time=521ms
122 .168.8.1: hytes time =481 m=
122 .168.8.1: hytes time=481m=
192 .168.8.1: hytes time=521m=s

from 122.168.2.1: hytes=1 time=4%4ms
from 122.168.2.1: hytes=1 time=413ms
from 122.168.2.1: hytes=1 time=4%94ms
from 122.168.7.1: hytes=1 time=433ms
from 122.168_.2.1: hytes=1 time=373Ims
from 122_.168.2.1: bhytes=1 time=393ms
from 122.168.7.1: hytes=1 time=414ms
from 122.168_.2.1: hytes=1 time=374ms
from 122_.168.7.1: hytes=1 time=434ms
from 122.168.7.1: hytes=1 time=414ms
from 122_.168.2.1: hytes=1 time=375ms
from 122.168.7.1: hytes=1 time=43%ms
from 122_.168.7.1: hyutes=1 time=457ms
from 122.168.7.1: hytes=1 time=438ms
from 1722.168.7.1: hytes=1 time=438ms
from 122_.168.2.1: hytes=1 time=377ms
from 122.168.2.1: huytes=1 time=47Yms
from 122.168.7.1: hytes=1 time=46Zms
from 122.168.2.1: hytes=1 time=37Yoms
from 122.168.7.1: hytes=1 time=454ms
from 122_.168.2.1: hytes=1 time=574ms
from 122_.168.2.1: hytes=1 time=3%4ms
from 122.168_.2.1: hytes=1 time=415Hms
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